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Intelligence Requirements

DD, PROD 8/ASST - Holtwick 2 Gept 54
Chief, P/P

Peputy ¢/s
¥r. Patton

1. The Director has indicated his desire to sulmit to USCIB at an early date a
yaper cohcérning guidance which 1s required on Intelligence Requirements.

£. Enclosed ig a draft of a Staff Btudy which I propose to recommend that he use
for this purpose.

3. I should like to discuss this paper with you prior to delivering it to the
Director. Will you meet with me in Captain Agnew's office at 0930 Friday, 1 October,
for this purpose?

J. 8. HOLTWICK, JR.
Captain, U. 8. Kavy

Encl: 4/s
e 03
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EIAY? STUDY

PROBLEM

To determine the form and manner in which the requirements of Intel-~
ligence for informeticn from COMINT sources should be presented to the
COMORT -producing organization.
FACTS AND DISCUSSION

flee Appendices A and B.
COMGLUSTONS

1. Intelligence requirements for information from COMINT socurcea
mgt be stated in such a form thats

&. Xach is readily and sccurately transiatedble into COMINT
terms of referemce. {Appendix B, TAB B)

b. ¥Each can be categorized in terms of the type of intelli-
gence the information specified might produce. {Appendix A, para. 7)

2. In order properly to spportion COMINT rescurces and effort, the
Mrector, A, requires guidence which will permit the potentisl value
of any one category of requirementes to he weighed againat that of any
other category.

3. In addition to the gensral guideance specified above, specific
duy-to-day guidsnce at the working level is degirsble for esch cate-
gory of intelligence information requirements; snd should Ye provided
ty the organization having primary interest in that category.

PECOMERDATIONS

1. ‘Phat UBCIP note and approve the Comclusioms.

2. That USCIB direct the implementation of the metions indicéted
therein,
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FACTS AND DISCUSION
{additional Facts and Discussion in Appsndix B)

LONCLUSIONS

1. In order to control COMINT operations effestively, and to appor-
tion COMINT-producing rescurces properly, the Direstor, NSA, requires gui-
dance from the Intelligence commnity on iis requirements for information
from COMINT sources.

4. This guidance must be in such a form that 4t is readily and ac-
curately translatable into COMINT terms of refarence (TAB B).

3. This guidance rust further be in a form that will permit the re-
Jative potential value of any one category of requirements to be weighed
against that of any other category.

he Given gnidance in this form, it is the responsibdility of the Di-
restor, N3A, tos

8 Translate it into COMINT terms of refsrence.

b, Determine whie¢h segments of the COMINT potentlal would, if ex-
ploited, produce sach category of information raquired.

. Determine the relative cost, in terms of resources and effort,
of exploiting sach segment.

d. Weigh the relative cost of exploitation against the relative
Yalue of expected and-~product as expressed by the Intelligence commmity.

#, Determine which segments of the COMINT potential must be ex~-
ploited, and to what extent, in order to fulfll the requirements of the
COMINT organization for maintaining technisal continuity and readiness to
axploit segments of the COMINT potential whish might in the future requirs
axploitation, ‘

f. Deaide what proportion of total COMINT resources and effort
is to be devoted to mesting (1) the Intelligence requirements and (2) the
COMINT technical requirements,

Deside what proportion of total COMINT rescurces and effort
is to be devoted to axploitation of each segment of the COMINT potentisl
in order %0 satisfy these requirements,

he Allocate specifioc units of resources to specific efforts on
specific segments,
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5. The d&ivision between segments of the resowrces snd effort devot-
¥l to satisfaction of Intelligence requirements should be sudject to re-
view and revision by the Intalligence cammmity, which ghould designate
the body mnd the mechanism by which its opinion end degires can be com-
v&yed to the Director, XSA.

6. Actions taken hy the Director, N3A, in carfying out all other
respanaibilities listed in pars. 4, are subject to review only by the
USCIB, and to revision only as provided in RSCID No. 9.

7. Intelligence information requirements can be properly evaluat-
ol and weighted if they are subdivided into at leagt five brosd cate-
gories:

&. Informetion on ACTIONS (military, political, economic}) dbe-
ing taken by Boviet (USSR and allied nations) governments.

P. Information cn PREPARATIONS for sction being made by Soviet
governménta .

¢. Information on CAPABILITIES of Boviet govermments to cerry
out actions which mre potential subsequences of noted ACTIONS“PREPARATIONS .

4. Information cn REACTIONS of non-Soviet governments to Boviet
sctions, preparations or threats of action.

&«. Information on 4tsposition, Adeployment, posture, or state of
reddiness of units of Boviet military and industrial farces.

8. As & ainimm requirement to meet the criteria get forth in paras.
2 and ¥ shove, the Intelligence cammmnity should:

8. Hegrégate Information Requirements placed on the Director,
N3A, into the five categories dafined in para. 7 above.

. Indicate to the Director, MSA, initially and periodically
thereafter, the relative value to it which information in eech of tha
five caltegories listed would have.

9. It would be desirable, further to meet the criteria, to pubii-
vide emch of the categories listed into subcategories compatible with
COHINT terms of reference, and to aasign relative weights of value to
éath of thege subcategories.

10. The ourrent MRL does not adequately meet the stated criteria.

1l. It would be demiradble for the Intelligence community to re-ex-
smine its arxangemints for consumer representation in close proaximity to
COMINT profuction facilities, to insure that sdequate responsiveness to
dny-to-day fluctuations in specific informmtion requirements was provided
for all cstegories. Requirements of the XIU of the Watch Committee do not
nowf bave dtrect local NSA represenatation.




GONDUGE OF COMINT OPRRATIONS

1. ¥he confuct of COMINT opermtions may be considered as being per-
Tormed in the conmecutive phases listed below:

(a) Determining what nos- U.8. cammmications links exist, mnd
identifying them.

(b) Selecting the target: deciding which commnications linke
e to be subjected to COMINT attack.

(¢) Controlling coverage: dsciding which collection fmcilities
are to be uged, st what times, and for how long, in order to obtain re-
gsords of the telecommmication transmissions which may occur an the cho-
wen links.

{a) Collecting these records, by intercept or other mesns.

{e) Controlling processings determining (1) what processing
functions must be performed in order to extract information from the col-
lected records; snd {2) where these functions can best be performed in or-
fer that informetion derived theredy can be most prompily delivered to the
ctmpumér to vhom it is of greatest interest.

{f) Controlling transportation: deciding the form and menner in
#hich collected records are to be sent, and the route which they are to
travel, from collectiom point to processing point(s).

{g) Transporting records to chomen destinations.

(h) Applying processing techniques as necessary in order to ex-
tract or make intelligible the factual information contained in or comvey-
# Yy the transmisaions concerned.

{1) Controlling cut-put: selecting thome items of factual infor-
sition which are significant (or most important) in providing intelligence.

{3) Collating and interpreting selected facts in order to pro-
fuce an {tem of intelligence information.

{k) Controlling dfstribution: deciding which congumers are to
reéceive the items; by what mesns; and in vhat form.

(1) Publishing end distributing the item to chosen recipients.

TAB A
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EO 3.3(h)(2)
PL 86-36/50 USC 3605

COMTRY TEXME (Ff REFERENCE

1. BRegardiess of the rnrmin which guidance is recelved, tha ul-
timmte form in which it will be uﬂe&\rﬂl be in COONT terms of refer-

moe.

g YThe primary COMINY terms to which allocation of effort or re-
sources &re refarred sre thoge which define links; groups of links which
 eollectively form s "case"; snd groups of "cases” which collectively form
& "problem”, which can be expressed by one trigraph in th ITA CABE-
. BOOK. notation. A group of "problems” {(mme or more, dspemding upon the
 country involved) form sn "objective” in terms of the HMSA Operations A-

. aklynis Task Index.

3. the primary COMINT terms memtioned above are used in allocation
 of collaction activities, traffic analysis effort, and to s certain ex-

. tent, fusion effort, and in control of the reporting effort. It will be
. noted that the terminology is besed first on a "national” {geo-political)
 breskdown; secondarily upon & breskdown by organixations {depertmenta)

. Within nations; snd, in the case of Russia and Commmist China, subdivi-
. #ion of the secondary categories by areas or other emtities.

k. fecandary COMINT terms of reference, uged in allocation and con-
 %rol of the other processing effort, are based on "types" of commmnica-
. ticns which may occur om links studied. The "type" is determined by the
dafree of security protection {or lack thereof) given to messages trans-

 mitted. It will be noted that this 1s fairly sccurately translatable in-
. to terms of the security clageification givem to the textual content of
. the messsges involved; this in turn affords s rough memsure of vhat the

‘ believes would be the value to mn opponent (in this cese, the US/-

telligence cammmnity) of the informatiom contained in the text of

megsage. The "task” breakdown of objectives in the Operations Ansl-
yais Tosk Index is in eonscnance ¥ith this secondary COMINT terminology.

5. In the final analysis then, allocation of COMINT resources must
e referred to the same terms used in COMINT cperations. This means that
refourées mist be spportioned between segménts, ench segment being cam-
goud of ane "type" of commmications occurring om a group of related
". Tha latter may be considered in any grouping which is most con-
vénient mnd worksble: as individual links, or "cases”, or "problems”, or
*objectives”.

TAB B

SECRET
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THFORMATION REQUIREMENTS

1. 7The criteris which axust be met by auy form of presentaticon of re-
quirements mres

{a) Requirements mugt be readily trunslatable into, QOMINT terma
of reference, i.e., segments of the COMINT potemtisl.

{v) The form must permit quentiative comparigon between the im-
portance or value of the satisfaction of cne requiremant and that of anoth-
ar.

2. Although the intelligence cammmity desires information which will
ravedl the intentions, capebillities, and disposition sand amount of resowr-
ces of sbout 90 foreign nations, the following listed factors will fac-
1litate meeting the criteris specified, in drawing up requirements:

() Certain of this information, on certain nations, is vital to
nhtional security, and ghould therefore be of rimary, and equal, cocncern
to all cansumers, whether thay be departments end sgencies, or commands.

{(b) The remeinder of this information, on different nations, sod
on dfferent organizations within esch nation, varies in ivterest and value
between different consumers. It becames of primary importance to the in-
terested consumer cnly after battls is Joined; and his ability to utilize
it is contingent upom the degree to which the intelligence cammmity as a
whole has received the information categorized in {(a) above.

(c¢) wWithin both categories, infoarmation om same of the 90 for-

aign nations is more valuable than the same type of information om others,
and

{4) It 1s much more readily obtainable by non-OCMINT meens on
scae of the 90 than an others.

TAB C

EO 3.3(h)(2)
PL 86-36/50 USC 3605
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§. A secandary requirement is for a type of infarmation vhich will
facilitate evsluation cfthe first, 1.e. will help to deduce what {ntemt
motivated the action or preperations noted. Broadly, this information con-
cerng the 1lities of the Soviet and Satellite naticns to carry out any
sourse of sctlon which is a potentisl subsequence of the actions or prepara-
tions obgerved.

§. Third in importence muong intelligense requirements sre two cate-
garies of informetlon, quite different in nature. Neither category can,
#3 & vhole, be givem priority over the whole, or perts, of the other,
Each mupt be broken down into sub-categories in order to establish relm-
$ive importance ratings with reapect to each other. Q(me of these cats- -

TAB C

7. 'The other category consisis of what might be termed t-a.ctica.l in-
talligence. It is intelllgence informetion {on both militery snd industrisl
forces) vital to the conduct of military operaticos. In war time it would
focbably bve given first priority. In a nan-shooting war period, hmievar,
1t 18 clearly lower an the priority ladder than that deacribed in perss. ¢
#od § above, and to certain of thet delineated in para. §. This is clearly
flenonstrable Dy assuning that wo devote all COMINT operations to deriva-
%ion of thig type of information, and none to the others hereinbefore men-
ticmed. Thug, it might be possible to furnish the Coapdr. FEAF with com-
plete information on the OB, names, wéights, snd laundry numbers of pi-
lots, and mechanical and navigational ability of planes end crews of the
Boviet air force oppowing him on the Asiatic ¥rontier. Unless, howaver,
information was aveiledle to alert him thatthese were preparing to go in-
0 action egmingt him, this information would be primarily of historic in-
terest - the FBAF might know exectly who clobbered them, spd with praciae-
1y what, for vhat smell setisfactiom that would de to suy survivors.

8. Informmtiom requirements have thus been sub-divided into five
troed categorien:

Information ong

N

Aoy presentation to ESA of informetion requirements by the intelligence
goaunity should be, at & minimwm, broken down primerily into these cate-
gories. Furthermore, USCIB should, at & minimum, sdvise the Director of
the relative weight or importence to be sccorded to each of these Live

entegories.
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9. A further Wwreakdown of each category is desirable as sn aid to
allocating BSA (and supporting) resources. Sub-categories of relative im-
Portance within euch tmsic category should be establighed to the mmximum
sxtent vhich USCIB and 1ts INICOM might find feasible. This is particu-
iarly important in the two categories mentioned in paras. 6 and Ts Re-
sctions of non-Soviet nations, snd tectical intelligence.

10, The general guldancé on requirenents supplied by USCIB and its
IETCOM, mentioned in TAB C, must be supplemented to , sertain degree by
.piaif!.o guidanee from the intelligence consumers, {1 present, this type
of nce is provided primarily for Infromation resquirements in the
tactical intelligence ¢ategory, and by porsons who are primarily concerned
with that type of information, %he working srrangements and close colia-
boration batween consumers and producers in this field are badly defiscient
in the eatogories of Soviet bloc mational actions, preparations, and cap-
abllities, In view of the importance of these, there should be closer work-
ing 1laison between FROD and direct reprosentatives of those groups concern-
od wvith nstional indications - the IAC, tateh Committes, and National In-
dications Center,
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ALLOCATION 0F EFFORT

1. Resources must be allocated to each segment of the COMINT poten-
tial in proportiom to the relstive smmount of importance or value of that
segnent to the COMINT effort as s whole. 'This requires that such segments
uot cnly be arranged in priority ordey, but that each be weighted, i.e.
¢compared, in amount of importance, with ocne another.

£. Bxcept for technical informetion, the amount of importence or val-
ue of sach segment depends upon the value to the intelligence commmity of
the informetlop which could be produced fram it.

3. Alloeation of effart to oy such segment must be conditiomed and
influenced by comsideration of two factors: the value of the information
which could be produced; and the copt of producing it. Practically, this
sost would be expregsed in texmm of resources and effort: the percentage
of the svailable whole of each which would have t0 be utilized in order to
Jroduce all, or any part, of the informetion derivable fraom that segment.

. The weighting and categorisation described in TAB C is but the in-
1tial step, of course, in allocating resources. WMIA must snalize each weigh-
?ed information requiremant received to determine: {(a) What case or cases

group of links) would be the moat probably source of traffic which would
ﬁrtoau“ this ormation, (b) what type of processing (i.e. resding plain

H '.I‘/Aj studying groups of Type II messages; recovering lower grade
cryptosystems and reading messsges sent in them: solving higher grade . -
gyitems end reading megsages encrypted thare:.ns would be required to ex-
tract the information from this traffic. (c} How much of this informe-
tion t be expected to be derived fram emch type of processing {aece
sbove) performed on this traffic. (d) What would he the cost of collect-
1ng this traffic and perfarming each type of processing om it - in terms
of coverage hours per day, volume of groups to be transmitted electri-
¢ally snd messages to be transported by courier, per day; number of proces-
ging man-hours snd machine hours per day required for non-cryptanalytic
#spects of processing; end the probdable total number af cryptanalytic men-
dxys and mmchine hours which would be required for solutian of the crypto-
gyitems involved.

5. Bince thare will be few instances in which cases, and types of
traffic-processing wvithin them, are nestly congruent with mny given infor-
wation requirement, ome other factor must be considered bafore KSA decides
ot mllocationg. That 1s - what other informetion requirement{e) might wl-
80 be partially satisfied by axy type of processing performed on the traf-
fic frum this cage, or group of cages? After determining the extent to
which esch guch other requirement might be satisfied, the relative impor-

. tance of that reguirement must ba introduced as s factor which will en-

%AB D

able the relative value of gttacking that case o be assessed, snd com-
Pired with the cost of such attack.
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AMPENDIX "B

AYOTTIONAL,
FACTS AWD DISCUSSYON

TAB At Conduct of GOMINT Operations
TABR B: COMINT terms of Reference
TAB ¢t Informmtion Requiremcnts

Allocation of Effort



