ll-‘."; i) % e
A 2N B
CLASSIFICATION (Jf ony)

DISPOSITION FORM ONFIDENTIAL
' —CONFIDINTLAS,

= Leclassified and Approved for Release by NSA on [311-'1[]-21[]'14 pursuantto B0 13526 FOIA Case #1)

§ | FILE NO. SUBJECT Plans for Preparation of Cryptanalytic Textboaoks

T0 : FROM DATE COMMENT NO. 1
Mr. Friedman
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De. Jaffe, 60455/1rv

1. On 12 January 1955 you participated in a conference %o consider a plan
for the dsvelopment of a series of textbooks designed to serve as a basis for the
training of cryptanalysts. You vare informed that the first volume, dealing with
the analysis of various elexeantary types of subgtitution snd eome basic
notions of statistics, had been (except for final revision) completed. This
volume is classified CONFIDENTIAL/Modified. You wers aleo informed that the plsn
called for the preperation of five sdditional books, devoted reapsctively to:

&. Periodic polyslphehatic cipheis, elemsnts of trensposition solution,
dﬂpth reading.

be Ageriodic polyalphabetic substiiution ciphers, cryptomathemetice.
c. Transposition, combined mmumm-mmuén and fractimmating

d. Cods and enciphered code systems.
e, Cipber sachine end encrypted transmiesions systsms. '

It wvas proposed that the seccnd voluma be clapsified CORFIDENTIAL/Modified, the
third and fourth CONFIDERTIAL, and the last two BECRET.

2. Ths conferees sgreed that it wvas not posgible for them to evaluate the
proposal fairly until they could see it in tho context of the total Agency train-
ing plemx.

3. The purpose of this D/F is twofold: Firet, to comply,insofar as possible
at this time, with their request that the Training Division prapars such a plan;
end gecond, to request the concurrence snd/or ecsments of the addressces with the
statcments of prisciple end proposals for actiom. If the replies indicete thut a
seconi meoting is desiradble, one cen be held.

4. A completely formulated training plen for analysts would include a
detailed plan for & progressive series of courses and Job assigmuents. Such a
proegran 18 desiradle apd should be developed on a scale laxger-tbhan obtainsg now,
but it is not yet possible to set it down. ,

9. Bowever, vbhateover the nature of the training plan arrived at, such a plsn
will bave to be based on certain generel principlss. These ares™ —

X &. That the successful development ¢f analysts requires a combination of
E formal training and vork experience.
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bYe That formel training can best be done through the medium of carce
fully planned courges, designed to further the ability of the student to cope
with problems of ever greater variety and of increasing complexity.

¢. That such courses should be dbased on text-books so designed that
they will:

(1) Include & consideration of every general class of problem
that is likely to bs met in operations.

{(2) Carry the student iprograasively from the simpler to the more
complex ideas snd processes.

(3) Supplement the instructions of a teacher.

romltminmgwtakea,mmuywiumtmtot&e,them
formss

e. Training in Fundamentals,
bs Advanced Genersl Training.
¢¢ Advanced Spocial Training,
Textbooks and ecourses should, therefore, be dssigned for uce st these levels.
6. Ths following tabulation sues up the requirement as now conceiveds:
as level I - Fundementals.

Purpose: To acquaint students with cryptenalysis of elementary
forms of substitution apd treuspusition systeus, and,
to equip them with the basic m\thmuca). snd statise
tical tools.

terials Re t ‘Textbocks (the preseat Crypt I and the
ﬁectad Crypt 1I). Courses snd’problems. (The
exinting course based on Crypt I, plus other problees
a8 requirved.)

Classification: CONFIDENTIAL/Modified.

Uvilizavion: HNEA 8chool, NEA oporational organizations, Bervice
Schools, Reserve units, Bxlansion courses. Other. :

Preporationt Traeining Division.
b. Level II = Advanced General.

Purposa: To equip students to make contributions to the anmlysis
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of problems likely to be encountered .1.n operations.
To scqueint then with a wide variety of prodlems snd . -
+he vest methods of attack.

sls Required:s Textbooks epd courses, with associated %

problems. (Busis of expositions and problems may -

be either real or simalsted situstions, the cholce

to dopend on pedegogicel considerations.)
Claspification: No upper limit. xey be ﬁ S8ECKET Codeword.

Utilizationt KSA operational organizationu {or School if
circumsiances parait). Sarvico field units.

Preparaticn: Training Division.
ce¢ Level IIY - Advanced Special.

I e

i

Purpose; To prepare students to work oa the enalysis of
specific operationa) systens.

Materialsn Re%: Deseriptions of systems and discussion of
ne of attack. Problems designed to 1llustrate
proceduress

Clageification: No upper limit. Ney be TOP SECRET Codeword.
Utilization: RSA operstions) organizations.

Preporationt Operational slements with Treining Division
colloboration as requasted.

7. In view of the centiments expressed by meny of the confereecs, Training
Division has mode the decision to devote the full efforts of My. Callimahos and
MNr. Cefall to th: £inadl publicetion of Crypt I snd the writing of Crypt IX. This
mwmmmmmtammw&ummmummmtm
writers may have 8 close contesct as possible with snalysts working on operations,
problems.

8. It is contemplated that ¥r. Callimehos will discuss with appropriate
officials plans concerning the sequence anld conteat of the other texts to be
written. The decision 28 to the smount of affort to be devoted to these books
will ba mde on the bagis of thesa &iscuspions.

9. If it 18 decided that more speed i8 required than can be guaranteed
by the recoources of the Training Division, operational components who heve
special roquirements should give consideration to preparing the appropriate
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formal training documents, which might later be considered for inclusiom in
textbooks.
. 5

R

Chief, Triining Division




