NATIONAL SECURITY AGENCY
WASHINGTON 25, D. C,

Serial: 3913
7 June 1955

SUBJECT: Report of Communications Security Violations

To: Chief, Army Security Agency
The Pentagon

1. Attached is the quarterly (January through March 1955)
compilation of commnications security violations reported to or
noted by this Agency which occurred in commnications of those
Army stations which handle COMINT traffic. You have been furnished
completed evaluations of those cryptographic violations which were
reported as possible compromises.

2. This report is furnished primarily for guidance in improv-
ing the security of COMINT communications. Similar reports are
forwarded to Commander, U, S. Air Force Security Service and Chief
of Naval Operations. Upon request, additional copies of this report
will bYe provided in sufficient quantity for dissemination to those
activities under your Command engaged in COMINT operations.

3. Extracts from this quarterly summary may be classified
SECRET if the extracts are restricted to lists of violations which
involve messages classified no higher than SECRET. For example,
the list of violations committed by an activity which originates
messages classified no higher than SECRET may be extracted and for-
warded to that activity as SECRET material. The key list 1s SECRET
in classification. .

4., This correspondence may be downgraded to SECRET upon removal
of Inclosure 1.

FOR THE DIRECTOR:

C. M. MILLER
Major
Assto Adj. Gen,

2 Inels:
1. Communications Security Violatlons APPENDED DOCUMENTS
by Army Stations (4O) REQUIRE CRYPTOCLEARANCE
2. Key List of Army Violations (40)

-TOR SECRET GONTROE—55=1226—
PAGE 1 oF 1 PAGES
COPY 73 or ‘g COPIES

TOP-SECRET-

eclassified and approved for relegse by MNSA on 09-03-2014 pursuantto E O 1352




“TOP-SHGRET

DIG

231A20Z
2513402
2521087
2521257
2521502

02047z
0307002
ob21152
1012037
1300552
160909%
1719047
1719087
18170972
1818297
2012227
2119217
2108207
2108227,
2108242
2108267
2108287
210830Z
2108327
2610157
2910032
3109207

Inel 1

(O VAW §

COMMUNICATTONS SECURITY VIOLATIONS BY ARMY STATIONS

TRIGRAPH

LIC

KEY NO. REMARKS

UsH-2
JANUARY

Encrypted using multiswitch setting
45132 vice 54231
Encrypted using multiswitch setting
b5132 vice 54231
Encrypted using multiswitch setting
45132 vice 54231
Encrypted using multiswitch setting
45132 vice 54231
Encrypted using multiswitch setting
15132 vice 54231

® o o oo o

UsM-3
JANUARY

34 Broke on CSQZQ vice CSQZO

L Omitted letter in message indicator

34 Broke on FXRRN vice FXRRQ

6 Broke using trigraph CIC

3e Broke on PDJBF vice PDJDF

3d Broke on MDIEO vice ABJPC

34 Broke on MUGUP vice MUGUL

3c Broke on EDWUX vice EVWUX

L Omitted letter in message indicator

3d Broke on VBWKF vice VBWKX

34 Broke on ELVLIE vice XLVIH

34 Broke on HDNWK vice HNNWK

Ta Broke on BB vice AA

Ta Broke on BB vice AA

Ta, Broke on TB vice AA

Ta Broke on BB vice AA

Ta Broke on BB vice AA

Ta Broke on BB vice AA

Ta Broke on BB vice AA

34 Broke on IRCXB vice TRQXB

34 Broke on DIIMX vice DLIMX

34 Broke on JVBXU vice RVBXU
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VIOTATIONS (Cont'd)
DIG TRIGRAPH KEY NO. REMARKS
UsM-3 (Conttd)

FEBRUARY
0612302 MY 3a Broke on KNPNT vice KGPGU
0615102 MSN 3d Broke on QMWOA vice GMWOA
0901437 MzU 3d Droke on ZQYML vice UQYML
0915487 NDF 3c Broke on MSDTZ vice MAPTZ
10001.0% CYw 34 Broke on TBZIX vice TBAIX
1004567 NHP Ta Broke on AA vice BB
1217032 NTE 3d Broke on JZGPS vice JZUPS
1404357 ECM 6 Broke using trigraph OCM
1413592 oW 3c Broke on WGPBX vice WGPDX
1719452 OUF 3c Broke on RTHIU vice RTHIQ
1819177 Gacx Ta Broke on AA vice BB
.192023% PBW 3d Broke on ¥NRBD vice FNRBW
2209307 HHY 3a Broke on ERIXS vice EIRXS
251800z 1IN 2 Broke on AM rotor arrangement
2508572 JMW 34 Broke on DNMSC vice DNMNC
2811057 JMN 3d Broke on BTEQU vice XIEQU
280133% QDT 34 Broke on KBSWE vice HBSWE
MARCH

010012z QFN 34 Broke on ELVNL vice MLVNL
0108172 ADG 3d Broke on VIFVS vice VVFV3S
ok1850z BCT 3ea Broke on KIJTY vice KITJY
0712307 RAD 2 Broke on AM rotor arrangement
0718322 BXM 34 Broke on DNGOB vice DNGOH
120032z DEL 3d Broke on NZXSZ vice NRXSZ
1303262 ROT 3a Broke on PVWWF vice PVWSF
1307042 DLT 34 Broke on ORXTF vice OGXTF
1314007 2 Broke on AM rotor arrangement
1314022 2 Broke on AM rotor arrangement Loee,
131k042 2 Broke on AM rotor arrangement : .
151015Z EBH 34 Broke on BOBGH vice BOMGH i
1513152 GSW 3a Broke on CUZLL vice CUZEL
1709452 FKX 3d Broke on RGXBP vice RGXIP cesns
1704172 EJZ 3c Broke on AEGFF vice AEBFF
2hih17z GKY L Added letter to message indicator
2509002 GOK 3a Broke on CRQWQ vice CXQWQ s se2
2700322 HCY 3d Broke on GAQGV vice GAZGV ‘.t 3
2804002 HKE 3b Broke on QMGBD vice GMGBE
2817067 TXK 6 Broke using trigraph TDK
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VIOLATIONS (Cont'd)
DIG TRIGRAPH KEY NO. REMARKS

UsM-3 (Cont'd)
MARCH (Cont'd)

2817167 TBY - 6 Broke using trigraph TDY
2914017 TPC 6 Broke using trigraph TFC
310535Z KT 34 Broke on BCWXQ vice BCWXZ
USM=lt
JANUARY
0112457 YEF 5 Alignment UAWIP
0116407 YFB Ta Brqke on BB vice CC
1906302 ZBN 3e Broke on ALTJB vice ALTAB
29141027 ATC 34 Broke on ERVGS vice ARYGS
30141527 AJC 3d Broke on DQXOI viece DQXOD
FEBRUARY
0109352 AOK 3d Broke on AGJND vice AJJND
0115002 APV 9 Message indicator derived using
deciphering procedure
0119002 APU To Broke on AA vice CC
0206002 ARQ 34 Broke on MNZTU vice MBZTU
0607332% BEO 34 Broke on NOGBW vice BOGBW
0617082 BFW 34 Broke on CFYQK vice ABYQK
2602257 CUX 3d Broke on PUXHQ vice PUXHD
MARCH
0203457 DAV 34 Broke on ZFUPV vice ZFUFPN
USM-6
MARCH
2h MAR 10 Operator error
UsM-7
JANUARY
0607007 AFJ 5 Alignment HVGOR
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VIOLATIONS (Cont'd)

DI,

15 MAR
20 MAR

2122307

3015257Z

0808407,
0821307
0918507

1706152
1901227
2407002
2hous07

1102352
1508257,

Incl 1

TRIGRAPH KEY NO. REMARKS
USM-8
MARCH
10 Operator error
10 Operator error
UsM-32
MARCH
11 Malfunction of equipment
USM-35
JANUARY
10 Maintenance man believed he was in
local test position
ASAA
MARCH
8 Use of multiswitch setting assigned
in superseded key list
Use of multiswitch setting assigned
in superseded key list
8 Use of multiswitch setting assigned
in superseded key list
ASAE
JANUARY
e 3a Broke on PGFUO vice NGFUO
GGK 3d Broke on MVHVZ vice MVHVS
HOK 3d Broke on EFDVX vice EFDJX
HPN 6 Broke using trigraph HNP
FEBERUARY
DHA 3d Broke on ZGCNI vice ZGCNT
EMG 3b Broke on UMGJN wviece UMGJO
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“FOP—SHERED
VIOIATIONS (Cont'd)
DIG TRIGRAPH KEY NO. REMARKS

ASAE (Cont'd)
FEBRUARY (Cont'd)
1516207 Broke on QUGQQ vice OWCQQ
2107352 Broke on AM rotor arrangement
for 22 Feb
2611582 Use of AFSAK 267k

MARCH

olh081.0z Broke on FERIK vice EERIK
0804007 Broke on OMCJE vice HMCJE
1617002 6 Broke using trigraph EFF

2hiohoz Added letter to message indicator
2h22257, Broke on SJQKB vice SJQKR
280317z Broke on FINWG vice FJNWL

ASAFE
JANUARY

0118352 34 Broke on RWVAY vice ILWVAY
0711582 2 10 messages broke on PM rotor
errangement
OToT542Z 34 Broke on JQZLH vice JQZLU
0721227 10 Clear text tape transmission
0816337 3c Broke on QXCVQ vice QXCDQ
1205392 34 Broke on ALUFD vice ABUFD
1300392 3d Broke on EKSTB vice MKETB
1302152 3b Broke on TKYZZ vice TJYZZ
1L06457, 34 Broke on CRZVI vice CRVZM
1406462 3b Broke on GSEUX vice GSFUX
1704177 3a Broke on VMIFW vice VMFIW
1302272 3d Broke on WJHKV vice WJIKV
2408567, 9 Message indlcetor derived
decliphering procedure
3015297 3c Broke on QDUSN vice QZUSN

FEBRUARY

100115Z Broke on RMQYL vice RMQLY

11 FEB Telephone conversation

1106012 Omitted letter in message indicator
2700152 Broke on WOYBN vice SOYBN

-
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VIOTATIONS (Cont'a)
DIG TRIGRAPH KEY WNO. REMARKS

ASAFE (Cont'd)

MARCE .
0S0031% 8,15 34 Broke on GMPYY vice GMSYY
1200057 s 3a Broke on I%FLIL vice YZIFI
2114022 2 Proke on AM rotor arrangement
2712417, ICG 3d Broke on YLYSR vice YLYSK
2802532 IDY 34 Broke on CFDPG vice CSDPG
2906457 IKF 34 Broke on PWEVQ vice PHEVQ
3011517 I™ 3a Broke on OHVUU vice CHVBU
3017497 IYX 34 Broke on QZNH/ vice QZNMZ
3115252 JHK 3d Broke on NFPVO vice NFFPYO
ASAAL
MARCH
0921062 AHQ 3 Broke on AUXTL vice AVXTL
0921287, AHS 3d Broke on IDEQA vice EEEQF
2019262 ASP 3d Broke on LLBHD vice LLBHO
ASAW
JANUARY
1121022 1 Reuse of rotor arrsngement from
DAPHNE key list
3 CRC
MARCH
0301452 1 Reuse of rotor arrangement and rotor
alignment from DAPHNE key list
501ST CRG
JANUARY
1905007 ATA 2 Broke on PM rotor arrancement
FEBRUARY
1702162 AWA L Omitted letter in message indicator
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VIOLATIONS (Cont'a)

DIG TRIGRAPH REMARKS

5018T (Cont'd)
FEBRUARY (Cont'd)

2212417 Broke on AM rotor arrangement
2219552 Broke on CYADZ vice CYADN
2516177 Broke on ZMVZH vice ZMUZH
2521467 Broke on CPRRC vice CQRRC

0101252 Broke on ZGNAO vice ZGNAQ
0213407 Broke on MVWKA vice MVWKK
0300247 Omjtted letter in message indicator
0410502 Broke on PM rotor arrsngement
041.052Z Broke on PM rotor arrangement
ol+10532 Broke on PM rotor arrangement
0418027 : Broke on QIHQP vice QDHQP
0419097 Omitted letter in message indicator
0506007 Broke on PM rotor arrangement
0610317 Broke on PM rotor arrangement
0809082 Broke on IFQUW vice IFQUH
0909427, Broke on XZEBU vice XZWBU
1018307 Broke on SEWLZ vice AHWLZ
1206352 Broke on GSFGK vice HDFGK
1ko148z Broke on WIXOT vice NJXOP
1406517 Broke on BKGDP vice BFGDP
1604572 Broke on SIXQU vice SIXGU
1800402 Broke on IPEEI vice IPGPG
1812487 Broke using trigraph EPT
1902487 Broke VBWDH vice VBIDH
1903557 Broke on YIKAF vice YIKAR
1914307 Broke on CENNZ vice LENNZ
2011507 Broke on FPM rotor arrangement
2018452 Broke on CKSSD vice CWFSD
2100167 Broke on PRTBX vice PUUBX
210809z Broke on KWUIR vice KWUTR
2204487, Broke on SGKVK vice FGKVK
2205267 Broke on JEGNS vice JEQNS
2502302 Message indicator derived using
deciphering procedure
2502322 Broke using trigraph GCP
2508352 31} Broke on HQYDE vice HODYE
2520312 Broke on GPAGG vice GPAGC
2621012 Broke on DMIGC vice DMIGS
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VIOLATTIONS (Cont'd)
DrG TRICRAPH KEY NO. REMARKS

501ST CRG (Cont'd)
MARCH (Cont'd)

2701322 GRI 3c Broke on DEXAT vice BEXAX
2707202 GOP 34 Broke on XIHSF vice XIHUF
2720502 GSI 34 Broke on AGQPJ vice APQPJ
2801052 GWZ 2 Broke on FM rotor arrangement
290650Z RSU 6 Broke using trigraph GYU
282208z GXF 34 Broke on GWXGC vice GWOGC
290005Z GXu 34 Broke on DONHX vice SONHX
291305Z HAO 34 Broke on IUKQU vice IUWQU
3017342 HHX 6 Broke using trigraph HHB
3118402 HIQ 3e Brgke on RRRIG vice RRRIC

850 CAMP ZAMA

JANUARY
11 JAN 10 Operator believed he was on room
circuit

SS0 CAMP DES LOGES

MARCH
17 MAR 10 Operator believed he was on room
circuit
COoPY or COPIES
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KEY LIST OF ARMY VIOLATIONS
JAN., FEB., & MAR. 1955
ROTOR ARRANGEMENT
l. Use for encipherment of an inappropriate rotor arrangement a.nd/or align-

ment. (Reference AFSAG 1262, para 5006a(1), and/or AFSAG 1231B, para
6002a(2), and/or AFSAG 1231B, para 6004a(l

Use of a rotor arrangement for ins priate cryptoperiod, day or month.
(Reference AFSAG 1262, para 5006a(l))

ROTOR ALYGNMENT AND MESSAGE INDICATOR

Discrepancy between the message rotor alignment resulting from decipher-
ment of the message indicator and the message rotor alignment actually
required to decipher the message, glthough the latter was correctly de-
rived, The discrepancy involves (a) transposition of letters, (b) sub-
gtitution of a letter alphabetically adjacent to the correct letter,

(c) substitution of a phonetically similar letter, or (d) errors in en-
cipherment.

Omission or addition of one or more letters to the message indicator.
Decipherment of the message indicator resulted in a message rotor aligne
ment identical to the final alignment of the previous message. (Refer-
ence AFSAG 1262, para 6002a{l))

KEY GROUP
The trigraphic key-group indicstor in the message indicator did not
correspond to the key group actually used for encipherment. Reuse of a
key group was not involved. (Reference AFSAG 1262, para S004b)

MACHINE DESIGNATOR AND MULTISWITCH SETTING

The machine designator in the message indicator did not correspond to the

multiswitch setting used for encipherment. The messages were (a) correctly

gncipt(xel)'sd or (b) incorrectly enciphered. (Reference AFSAG 1262, para
002a(1

Use of an incorrect multiswitch setting. SReference AFSAG 1262, para
goozmslsz&S and/or AFSAG 1231B, para 6003a(l), and/or AFSAG 1231B, para
0028,

ENCIPHER-DECIPHER CARD

Incorrect use of an ORCUS enciphering card to produce a message indicator.
(Reference AFSAG 1262, para 5005c)

Incl 2 CRYPTOCLEARANCE REQUIRED
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ADDITIONAL VIOLATIONS

Classified information in the clear.

Transmission of classified information in monoalphabetiec substitution
cipher.

Use of an unauthorized cryptosystem to encipher COMINT information.

Transmission of a message in vhich there was faulty rotor stepping
during encipherment. (Reference AFSAG 1262, para 6002a(3))




