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AB-20 AS-14 28 Apr 47 Bill 8.1019

1. 7The principal objections that have been raised againat
8.1019 and its predecessor, 8,805, are founded upon fears that the
enactment of such legislation wouid be tantamount to the establish-
ment of & peace~time censorship and might well constitute a serious
blov directed ageinst freedom of speech and press. The text of the
pressnt bill is intended to be directed specifically against the
disclosure of cryptologic information, but it goes far beyond this
by making it a’orime to publish or divulge "any message, document,
writing, note, paper or the contents or meaning thereof" which has
&t any time been transmitted in code, without getting specifiec,
official permission. 8ince a great deal of govermment business is
translated by messages in code or cipher, the bill would appear to
cover practically all but the most routine Btate, War or Navi
Department business. Hence, it is argued, a bill such as 3,1019
might, if enacted Into law, make it possible for officials to use
it for self-protection or éo further doubtful political ends. The
conclusion one reaches is almost inescapable, viz., that the wording
of 3.1019 is still too broad--in fact, so broad as to preclude any
possibllity of its being enacted now or in the near future.

2. Another serious objection appears in connection vwith
Bection 2 of the bill., This Bection is apparently directed against
American citizens vho bave served in foreign armies or navies or
have been employed by foreign governments., But it is worded so
broadly that it covers non-Americans, toco. The question is: how
can & U, 5. lav operate to force a non-U.B. citisen to obtain per-
mission of the Becretary of 8tate, the Secretary of War, and the
S8ecretary of the Navy before divulging certain information? This
Bection contains an impractical provision and would simply be more
or less meaningless.

3. The bill seems to have been drawn up on the theory that
only & person vho has obtained the information in an official
capacity, b{ virtue of his service in, for, or with the govermment,
¢an or should be subjected to its provisions. But most of the
regent violations of security have been commltted by people who
have never worked for the government or been in the Army or Navy.
They would not be touched by the proposed lav.

4. The present bill only takes care of willful leakages, where
an intent to disclose information must be present. But in many
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cases, leakage of classified oryptologic information comes from
carelessness or indiscretion, hecause of & fallure to realize the
real import of the disclosure or to understand the effect it may
have on our security. And it seems to me that the latier source
of leakage is wvhat we should try to cover as vell as the Iormer,

5. The British Official Secrets Act, which apparently works
very well {(except possibly in the case of "personages”™ on the
highest government level), puts the maintenance of security on a
different basis than that of having to obitain authority before
making & disclosure. It puts the burden on the individual possess-
ing the information--no matter how he obhtained it--and tells him
he is responsible for its security. If & person having information
in his possession uses it "for the benefit of any foreign power or
p 8 other manner prejudicial to the safety or interests of the
ngte,“ (underlining supplied] or 1T he 'faiis to take reascnable
care of, or so conducts himself as to endanger the safety of (the
material) or information" he is deemed guilty of violating the law.
Nowhere.does it provide for a proper authority to vhom one might
;{giy for permission to disclose, The disclosure having been made,
411 that is necessary to penalize the one vho has made it is to
prove that it is or vas prejudicial to the safety or interests of
the Btate. The person who makes a disclosure does so &t his own
risk, and if it turns out to have constituted a violation of
%ecurity, he can be pepalized. That sort of lawv has plenty of

teeth™ in it; yet nobody can say that it sets up & censorship or
that there is less freedom of speach or press in Great Britain
than in the U.8. because of the O0fficial Becreis Act,

6, Taking a cue from the latter, I have made an attempt to
parallel it in the present 85.1019, to cover both sources of leak-
age méntioned in Par. 2 above, and to parallel the severity of
the penalty with the classification of the information disclosed--
the higher the classification, the more severe the penalty. This
has not been an element in any previous bill that I am avare of,
but is one that appears reasonabls. The attached draft is there-
fore submitted for such use as may be made of it.

)
2 Incls WILLIAM F. PRIEDMAN
i. Copy of 8.1019 Ohief, Communications Research
2. Draft of proposed
revision
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IN THE SENATE OF THE UNITED STATES
Arrm, 1 (legislative day, Marcm 24), 1947

Mr. Gurney (by request) introduced the following bill; which was read twice

and referred to the Committee on the Judiciary

A BILL

To- insure further the military security of the United States by
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preventing disclosures of information secured through official

sources.

'Be it enacted by the Senate and House of Representa-
_tive§ bf the United States of America in Congress assembled,
That whoever, by virtue of his employment by or perform-
ance of services for the United States or by virtue of his

employment by any person,- firm, or corporation performing

having had custody of, access to, or knowledgé of (1) any

My

~services for the United States or by virtue of his service in

the armed forces of the United States, having obtained, or |

information concerning the nature, preparation, or use of any

code, cipher, or cryptographic or cryptanalytical system of
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the United States or any foreign government; or (2) any
information concerning the design, construction, use, main-

tenance, or repair of any device, apparatus, or appliance

. used or prepared or planned for use by the United States or

any foreign government for cryptographic or cryptanalytic
purpose; or (3) a;ny- message, document, writing, note,
paper, or the contents or meaning thereof, which has been,
or purports to have been, 'prepar.ed or transmitted in or by
the use of any code, cipher, or cryptogra.phic system of the
United States or any foreign government; or (4) any in-
formation concerning the cryptographic or cryptanalytic
activities of the United States or any foreign government;

I

or (5) any information which has been or purports to have

“been derived from cryptanalysis of messages transmitted by

the United States or any foreign government& shall Wl]]fll]]y,f-ff
W1thout authonzatmn by the head of the department or -

agency by Whlch such person was employed or in which he

P

performed semces at the time when he had custody of or

—

access to or obtained knowledge of the above-described in-

formatlon or, matenal,} or if such department or agency is

R et

no longer in emstence without joint authorization by the

Secretary of. State the Secretary of War, and the Secretary

of the Navy;, communicate, furpish, or transmit to another
i , _
or publish any such information or material, shall be fined

not more than $10,000 or imprisoned not more than ten
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years or both. Authorizations, as herein provided, shall be
granted Qﬂy in accordance with regulations prescribed by
the President.

SEo. 2. Whoever, by virtue of his employment by or
performance of services for any foreign government or by'
virtue of his service in the armed forces of any foreign govern-
ment, ha,'ving-obtained, or having had custody of, access to,

or knowledge of (1) any information concerning the nature,

_ preparation; or use of any code, cipher, or cryptographic or

crypfanalyti,cal system of the United States; or (2) any
information concerning the design, conStruction, use, main-
tenance, or repair of any device, apparatus, or apphance used
or prepared or planned for use by the Uunited States for
cryptographic or cryptanalytic purpose; or (3) any message,
document, writing, note, paper, or the contents or meaning
thereof, which has been, or purports to have been, prepared
or transmitted in or by the use of any code, cipher, or crypto-
graphic system of the Uniied States; or (4) any information
concerning the cryptographic or cryptanalytic activities of
the United States; or (5) any information which has been or
purports to have been derived from cryptanalysis of messages
transmitted by the United States, shall willfully, without joixt
authorization by the Secretary of State, the Secrétary of War,
and the Secretary of the Navy communicate, furnish, or trans-

mit to another or publish any such information or material,
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shall be fined ﬁot more tha,ﬁ $10,000, or impl_'isoned not more
than ten years, or both. | |

SEC. 3. The term “foreign government” as used herein
includes any I;erson or persons acting or purporting to
act for or on behalf of any military or naval force, faction,
party, department, agency, or bureau of or within a foreign
country, or for or on behalf of any government or any
person or persons purporting to act as a government within
a foreign country, whether or not such government is recog-
nized by the United States. |

Sec. 4. (2) The terms “code”, “cipher”, and “crypto-
graphic” as used herein include any secret writing, decep-
ﬁon, mechanical or electrical device, or other Ihethod used
for the purpose of ‘disguisi.ng or concealing the contents
or the rﬁeaning of any communication.

(b) The term ‘}cryptanal)?tic” as used herein includes

~ all methods of interception and all methods of obtaining

information of the contents of cryptographic communication.

'SEc. 5. Nothing in this Act shall prohibit the furnish-
ing, upon lawful demand, of information to any regularly
constituted committee of the Senate or House of Repre-
sentatives of the United States of America, or joint com-

mittee thereof.
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A BILL

To insure further the military security of the
United States by preventing disclosures of
information secured through official sources.

By Mr. Gurney

AP, 1 (legislative day, MagrcH 24), 1947

Read twice and referred to the Committee on the
Judiciary
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To insure further the military security of the United
States by preventing disclosures of classified information
relating to cryptographic and cryptanalytic matters and of im-
portance to the safety of the United States.

Be it enacted by the Senate and House of Representatives
of the United States of America in Congress assembled, That
whoever having been given, or having obtained, or having had
custody of, access to, or knowledge of (1) any officially clas-
sified information concerning the nature, preparation, or use
of any code, cipher, or cryptographic or cryptanalytical syatenm
of the United States or any foreign government; or (2) any

officially olassified information concerning the design, construc-

'y -

tion, use, maintenance, or repalir of any device, apparatus, or
appliance used or prepared or planned for use by the United States
or any foreign govermment for cryptographic or cryptanalytic purpose;
or (3) the contents of any message prepared or transmitted in or
‘g:?the use of any code, oipher, or cryptographic system of the
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United States or any foreign governmgnge or (4) any officially

bigq§¥?§ad information copcerning the cryptographic or cryptanalytic
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activities of tﬁn United States or any foreign government; or
(5) any officially classified information which has been
derived from cryptanalysis of messages transmitted by the
United States or any foreign govermment, shall (a) use the in-
formation or messages in & manner prejudicial to the aaratyxbr
intereats of the United States or for the benefit of any foreign
poWer to the detriment of the United States, or (b) retain any
document or other matter of the categories described under items
(L), (2), (3), (4), and (5) above, when he has no right to retain
it or when it is contrary to the safety or interests of the
United States for him to retain 1t, or (c) fails to comply with
411 Airectives issued by lawful authority with regard to the
return or disposal thereof, or (d) fails to take reasonabls care
of, or so conducts himself as to sndanger the safety of any
document or other matter of the categories described under items
(1), (2), (3), (4), and (5) above, shall (1) in the case of matter
officially classified "reatricted", b; fined not more than $1000
or imprisoned not more than two yea;s or both; (11) in the case

of matter officially classified "confidential", be fined not more

than $5000 or imprisoned not more than five years or bothj and

(111) in the cage of matter officially classified "seoret" or
J
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than ten years or both.

SEC. 2. The release to the public of any classifled in-

AN

formation or matter of the categories described under iﬁams *
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(1), (2), (3), (4), and (5) of Section 1 shall be in accordance ]
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with regulations presoribed by the Prestdent. %‘
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IN THE SENATE OF THE UNITED STATES

April 1 (Legislative day, March 24), 1947
Mr. Gurney (by request) introduced the following bill; which
was réad twice and referred to the Committee on the Judiclary

A BILL

To insure further the military security of the United
States by preventing disclosures of information secured through
o6fficial sources.

Be 1t enacted by the Senate and House of Representatives
of the Uni{#d States of America in Oongress assembled, That
vhoever, by vg;tue of his employment by or performance of
services for the United States or by virtue of his employment

by any person, firm, or corporation performing services for

the United States or by v;rtue of his service in the armsd
forces of the United States, having obtalned, or having had
custody of, access to, or knowledge of (1) any information
gconcerning the nature, preparation, or use of any code, cipher,
or cryptographic or cryptanalytical system of the United
ftates or any foreign government; or (2) any information con-
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plamned for use by the United Btates or any forelgn governmeﬂt
for oryptographic or cryptanalytio purpose; or (3) any message,
document, writing, note, paper, or the contents or meaning
thereof, which has been, or purports to have been, prepared

or transmitted in or by the use of any code, cipher, or crypto-
graphic system of the United States or any roreignfgovernmant;
or (4) any information concerning the cryptographic or crypt-
apalytic activities of the United States or any foreign govern-
nsnt; or (5) any information which has been or purports to

have been derived from oryptanalysis of messages transmitted

by the United States or any forelgn government, shall willfully,
vithout suthorization by the head of the department or agenocy
by which such person vas employed or inh which he psrformed
servicas at the time when he had custody of or access to or
obtained knovwledge of the above-desoribed information or
msterial, or if such department or agency is no longer in
exlistence, without jolint authorisation by the Secretary of
State, the Secretary of War, and the Becretary of the Navy,

®
conmunicatisx, furnish, or transmit to anothsr or publish any

such information or material, shezll be fined not more than

“ ~ - . ?

$10,000 or imprisoned not_more than ten years or both.
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Authorizations, as herein provided, shall be granted only in
;;cordsnca with regulations prescribed by the President.

8EQ. 2. Whoever, by virtue of his employment by or per-
formance of services for any foreign government or by virtue
of his service in the armed forces of any forsign government,
having obtained, or having had custody of, mccess to, or
énovledgo of (1) any information concerning the nature, pre-
paration, or use of any code, cipher, or oryptographic or
6fybtanalytical asystem of the United States; or (2) any in-
formation concerning the design, construction, use, mainte-
nance, or repair of any device, apparatus, or appliance used
or prepared or planned for use by the United Statves for orypto-
graphic or oryptanalytic purpose; or (3) any message, document,
¥riting, note, paper, or the contents or meaning thereof,
¥hich has been, or purports to have been, prepared or trans-
filtted in or by the use of any code, cipher, or cryptographic
system of the United 3tates; or (4) any information concerning
the oryptographic or cryptanalytic activities of the United

States; or (5) any information which has been or purports to

have been dorivcd from cryptannlysia of massages transmitted
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authorization by the Secretary of State, the Secretary of War,
and the Secrstary of the Navy communicate, furnish, or trans-
mit to another or publish any such information or material,
ghall be fined not more than $10,000, or 1mp$130ned not more
than ten years, or both. .
8EC. 3. The term "foreign government" as used hersin
includes any person or persons acting or purporting to sat for
¢» on behalf of any military or naval force, faction, party,
department, agency, or bureau of or vithin & foreign country,
or for or on behalf of any government or any person or persons
purporting to act as & government within & foreign country, .
vhether or not such govermment is recognized by the United
States.

SEC. 4. (a) The terms "code", "cipher', and "cryptographic*
as used heresin include any secret writing, deception, mechanical
or electrical device, or other method used for the purpose of
disguising or concealing the contents or the meaning of any

communication. -

<

(b) The term "ecryptanslytic” as used herein includes all

methods of interception and all methods of obtaining informs-

I Fs
& —- ” -
s, L - s 8

n of the oaqﬁgpt; of oryptographic communication. .
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BEC. 5. Nothing in this Act shall prohibit the furnishing,
¥pon lavful demand, of information to any regularly constituted
committee of the Senate or Fouse of Representatives of the

United Statea of Americe, or Joint committee thereof.
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