REF ID:A44533

Sertal: N (005

3 JAN 1961

»

BRECREE-
(ATTH: General G. B. Erskine, USiC-Ret,
. Assistant to the Secretary of Defense,
Special Operations)

SUBJECT: Commmnications Security Assistance to Forelgn
Governments ()

REFEREACR3: (a) NEA Serial: ¥ 3261, Subject: Assistence in
Cryptography for Colombisn Armed Forces {5);-
dsted 24 Augast 1950

() COMBRC 2-/23, Subject: USCHSR Policy Governing
, the Risclosure or Relesase of Communications
Security Information or Material to
Foreign Governments, dated 12 August 1957

(o) COMSEC 2-/2h, Bubject: Procedures for
Handling Requesta for the Provision of
Commmications Security Assistance to Foreign
Governmenta, dated 12 September 1960

1. There bave been numerous instances of action on the part
of U.S. militery peracnpel who deal with representatives of foreign
governments or international argmnisations, which indicete a gen~
ersl unavarsnses of the national policies end procedures for
handling COMBEC sssistance requests. Reference (a) is one of the
more recent exauples. In addition, a reviev of the Military
Agsistance Summmry Delivery Schedule for the five ysar period
FY 1962-1966 dinclosed that some of the country programs include
CGMBEC gquipmant which has not been suthorized for release. These
and other exaxples have led to the conclusion that there is s need
to provide guldence to the Unified snd Specified Comsanders, their
Componant Commendeys, MAAG's, snd any other U.B. militsxy persounsl
who may have occaaion to recsive inguiries on the subject.

Leclassified and approved for release by NSA on 10-25-2013 pursuant to E.O . 13526)
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2, It is considsred that an Instruction, fmplementing Depart-
ment of Defense Directive C-5200.5, along the lines esuggested in
the inclosure should be published for dlstribution to those personnsl
mentioned in the paragraph above. The inclosure is a modified
version of the national policies and procedures set farth in refer-
ences (b) and (c)., The inclusion of Unified and Specified Commanders
in peragraph 5 of Section II represents e recoguition of the current
military structure and o delegation of the responsivilities Ly the
Defense Department Meuber of the USCSB.

tj L. 1. FROST

L. H. FROST
Vice Adniral, USH
Director

Incl:
a/s (dup)

cc: DIR &>
AG '
Reading File
oPS
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Doc
MAT
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M/R: There is a general unawarenese within the military depart-
ments of the national policles and procedures governing COMSEC
essistance. The proposed DOD Instruction is intended to provide
guldance to those persomnel who may receive inquiries on the
subject. This correspondence has been discussed with Mr. Rich of
080/0SD, who tentstively agrees with the proposed instruction and
agrees that it should be forwarded to 0SO in the present form.
050 will complete the necessary intra-DOD co-ordination. The
USCSB procedures for processing requests for COMSEC assistance
were developed while the Defense Department was functioning under
the "executive agent system.” These procedures provide that only
USCSB members may reject requests for COMSEC assisteance. The DOD
Reorganization Act of 1958 discontinued the "executive agent
system”" and has taken the military departmente out of the chain
of command between the President and the Commanders of Unified
and Specified Commands. The DOD Instruction suggested by this
letter recognizes the operational and command aspects of the
current military structure and gives Commanders of Unified and
Specified Commends authority to reject COMSEC assistance requests
which do not meet national policy. This proposal is consistent
with USCSB policy and does represent a delegation of responsi-
bility by the Defense Department member of the USCSB.

Maj J.H.Hightower/CSEC~-04/2129/mk/22 Dec 60




REF ID:A44533

‘ DEPARTMENT OF DEFENSE INSTRUCTION
| SUBJECT: COMUNICATIONS SECURITY ASSISTANCE TO FOREIGN GOVEREMENTS

Reference: Department of Defense Directive C-5200.5, Subject:
Communications Security (COMSEC), dated 27 Ostober 1958

This Instruction implements the reference and esteblishes the
procedures to be followed in handling requests from forelgn goverme
ments for communications security sssistance. '

I GENERAL
1. Poreign govermments are béconing increasingly interested in
" U.8. communications security (COMSEC) equipment and material.
In.scmevcms, this 1x;terut is stimulated by & nstursl desire
to advance their country's COMSEC posture; other cases can be
- attributed to unclassified information, usually & short title
reference, appearing in U.S. military publications which have
‘been made avallable 10 them. Regardless of cauge, there has
been a noti'.ceo.ble rise in requests for more detailed infore
bmtion about U.8. COMBEC equipment and material, queries about
tﬁe aveilability of such items, requests for military assistance
pleanners to include CUOMSEC uquipﬁont in the country program,
and requests for assistance in training in COMBEC techniques.
II  POLICY |

1. The provision of COMSEC assistance to foreign govermwents is

an extremely sensitive matter and may only be undertaken after

approval by national cammunications security authorities.




2. Foreign liaison on COMSEC matters will be conducted in
accordance with ;paiagra;h D, Section V of sbove reference.

3. Communications securlity information or material mey be
ccnsidsre& for releage to foreign governments or intere
nationsl militaxy sctivities omly if required to:

- a. Protect U.8. classified information which muat be
communicated to a foreign govermment and which will
later be transmitted electricslly by that goverzment.

b. Further the military effectiveness and objectives
of mutual defense arrangements by providing a secure
means of intercommunication on gilitary planping or
operational matters between the Armed Forces of a
foreign government or international activity and one
| or more of the U.8. militsry services.

f&. COMSEC assistance will not be authorized when it is for the
‘gole purpose of improving the securlity of a country's internal
communications. v .

5. The Chief of Staff, U.S. Army, the Chief of Steff, U.8. Alr
Force, the Chief of Naval Operations, and Unified and Specified
Cormanders receiving requests for COMSEC essistance which do
not satisfy one of the criteria outlined in paragraph 2 above

may deny the request as not meeting U.8. policy.

¥
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III PROCEDUREB

1.

When & request for communications security assistance is
received from an international organization oar foreign
govermment, it will be reviewved and s dstermination made
as to whether or not it meets the poliey.

8. If the request meets the poliecy:

(1) The requesting official will be informed
that thé matter is being referred to the
sppropriate U.S5. authority for action, and

(2) The request with appropriate recammenda-
tions will be farwarded through channels
to the D:Lrectw, Nshimal Becurity Agency,

b. XIf the request does not meet the policy:

(1) The requesting official will be informed
that U.S5. policy does not permit granting
the request, and |

(2) The Director, National Security Agency will

" be notiffed of the nature of the request
and the action taken.
c. If doubt exists as to vbithcr or not the request
meets the poliey, the procedure cutlined in msube-
paragraph l.s., Beetion IXX, should be followed.




2'

Requests generated by a U,S8. element to release COMSRC

material to a foreign nation or internationsl organization,

in support of U.S. operational plans, will be forvarded

thro channels with supporting justification to the | -
vl P prt AL DY by SV IE N f?i'?/y’w?fﬁv( .

Director, National Security Agency, -85 P C,

for sction.




