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MEMORANDUM FOR ASSISTANT
SUBJECT:

CHIE~

·oF

STAFF~

G-2

Release of Cryptographic Principles

DISCUSSION
1. Prior to aad during the var a number of miwitary and_
civilian perso~ael ia the employmeat of ~he War Departmeat have
developed numerous cryptographic principles aad devices. With
the termination of hostilities certaia.inveators have expressed
aa interest ia obtaiaiag patent rights to those items developed
by them which may be or have been super$eded. Siace this poiat
was :n.ever raised befpre the war it is und~ubtedly motivated by
current War Department releases of patent rights other than
cryptographic to the iaveators for their private or commercial
exploitation. Atteatioa is invited to Iaclosure 1 ia which
application is made for the release of pateat rights concerniag
principles involved in the use of the Converters M-228 and M-294.
2. On the part of the iaventors, it is felt by them that
maay devices now ia use will be superseded by future developmeats~
aad as such, no military requiremeats wilt exist for outmoded
equipmeat. However, uatil they are superseded, the equipment
will still be ia curreat use. Some of this equipmeat may have
a poteatial use ia coJiblercial cOlllllluaicatioas. 'l'his 'immediately
leads to a desire oa the part of the iaveators to exploit such
devices oa a ·commercial basis.

3. .It is po1n~ed out by the iaveatora that a civiliaa aot
ia the employmeat of the goverameat service caa develop aad
. pateat for use by commercial companies aay number of cryptographic
· devices, aad that the restrictioa of patents by the War Departmeat which are aot loager of value would be uAfair to the individual employed by the gover. .eat.

4. It is uaderstood that there have been cases ia which
reimbursemeat to aa iadividual tor patent rights has beea made
through an act of Coagress. It is the resp.o•a1bility, however·,
of the iadividual to enlist the aid of a represen~tive of
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Congress to gain such monetary allowances as is deemed proportionate to the device in question. No action on the part of the
War Department is incurred other than the fact that the matter
may be referred to it for information upon which to base a
decision by a Congressional committee.
5. Attention is invited to AR 850-50, Iaclosure 2. Paragraph 7 thereof states:

"7. Title to patents on inventions made by War
Department employees. -- a. Ia case an officer,
warrant officer, enlisted man, or civilian employee
of the War Department or of the Army is specifically
designated or employed to 1nveat a specific thiag and
does so at the expense of the Governme!lt, the title
to the 1nventioa and to the patent obtained thereon
becomes the property of the GovernmeJt.t. If the invention is made in the course of the general employment of such person on the time or at the expense .
of the GoverRmeat but not by direct desigutioa or
employmeat for that purpose, tQe Governmeat has aa
. implied licease to use the iaveJttion, but the title
thereto and the patent acquired thereon is the property of the i:aveator. "
·

6. Attention is .iavited to Iaclosure 3 which outliaes the
War Department policy oa the release of scientific and techAical
iatormation to the public. The policy is liberal and specific
to, the end that all developments of a classified u:ture ia the
custody of the War Department will be released for public
benefit with the exception to those items, the publicatio• of
which would cause exceptioBAlly grave danger to the B&tioa, or
, eadaager the natioaal security, or cause iajury to the interest
or prestige of the matioa or any government activity thereof,
or which would. 'be of great advaatage to a foreign aatioa •.

7. The security of War Department commuaicatioas depends
safeguardimg the. means with which such commuaicatioas are
crrptographed. All iaformation to date indicates that eaemy
governments have aot been able to read War Department high grade
cryptographic systems.

upo~

8. The release of cryptographic devices or pateats bYthe War Department would enQ&nger the security or all systems for
the following rea~oas:
· ·
a. It would permit inspection by foreign couatries or
those patents aad devic.es released~
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b. While the United States Army relies for communications security upon a specific key rather than the secrecy of
a particular plan, the principles of the more secure War
Department systems are held in secrecy because the recovery of
the basic principles must be accomplished as the first step
ia the cryptanalysis of our traffic. Removal of this obstacle
would be a direct benefit to enemy cryptanalysts and might
lead to the breakdown of systems which are otherwise secure.
c. A precedaat would be established which may.lead to:
further demands to the extent that the entire War Department
cryptographic plan might be compromised.
d. The .Quality and refinement of our cryptographic
devices bear a direct relationship to our ability ia the cryptaulytic field of endeavor. Application of our basic priaciples by foreign governments to their owa commuaicatioas would
eveatually result in presemting the War Department 1atelligence
personnel with a more serious, if not insurmountable, problem
of solving foreiga cryptographic systems.

9. It is coAcluded that the importaat coaai,derations in
the release or cryptographic principles are the ar.tects such
releases would have upoa the security of Uaited States Govern.meat commuaicatioas aad the contiauaace or commuaicatioas intelligence sources. There is little evideace available to
iadicate that other nations are as far advanced ia qryptographic
priaciples as the War Department .1. Consequeatly, the release or ·
the knowledged gai:aed by the Uai.ted Sta tee persoaael would be of
coasiderable benefit to other .atioas. The establishmeat or a
precendent by releasiag any information or this aature may lead
to further demands which could aot be met without serious com-promise.
RECOMMENDATION
1. That the policy be established whereby ao cryptographic
priaciples, devices, or patents or any matu~e devel~ped ~Y the
War Department be released tor commercial or private enterprise
uatil such time as the War Departaeat bas perfected arprocedure
whereby the device in question call be read under any and all
circumstances.
·
2. That the War Departmeat adopt a policy of favorably
coasideriag any reaso.able request by Coagressioaal actioa for
reimbursement- of aa iadividual for cryptographic pateats.invented
by them while ia the employment or the War Department.

3 !nels
1. Cy ltr dtd 27 Sep 45
2. AR 850-50
3. Cy memo, uadated, subj:

W. PRESTON CORDERMAN
Brigadier General, USA
Commandiag

Classificatioa, Reclassification
and Declassification or Scieatific
aad Techaical Informatioa
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4• It is o01Ud.4ered dedJoabl.e that these oi'rilian and ailitary
a.bera at the Wu Department who have been reapoaaibl.e tor the ilmtntion !ll'ld deftlosaent ot nn ideo.s and teclmiz1uea be ~ to
prepare their own docmm&nta tor review. !his ia to be d,.. lD 01'der
\o pw appropriate ~gniUon to those persona or groupe who haw
_.. p:rofeuioral contributions towards the dewl~ of 11ft 1.deu
and teolmi -l'Ue8.

s.

To full.7 comp1.y with the apbit of ·tbeaa Exaout1w Qrden 1 1\
is desired that apaoial erlPbaaia be plaoed on \be re1'1tw ot au pJ'OjM\8
atd mate:rlal to the CK1 that suah sotantitlc and teom:toal intomatial'l
aa is couistent with the flt'oviaions of' the ~tive ~·_,.be
made a:vailabl.e tor Nlea.ae a.rx1 publ.1•t1on.
pr~Djeote aD!
reviewed as re.pldi.y a3 is practioable and in the light ot
the policy enu.JII8llated 1D pa.:e.gmph 3 llloh rrr.S.n wDl be appJ"'priatel7
ooo!diDated t..~ the teobn1oa1 C<Bd.tteea or by at.nar aotion.
'the ~ a..raJ., Arlq seft'ioe ...._, u4 the e-nunc G.al'&l,
Artq Air Force~~ are requelted to IR1lm.t a list or JD."03Mt• aDd materiAl
which l!lht"'tlld be retdMd in e claaalt!Aid atatua with au.'betarrtiatioa tR
auoh Mtention. An w tial progress report wnl be :rut.!tted by
20 September 1945• It is expected, however, that it wil.l be neceasa1"'7
to prooeea 1Mi'ric1ual cue• during the interim period 111h1ah are
NOeiTJd aa NqQaat8 fl!ta the Pab'U-.ts.on Bout.

6. To thia end it is desired that all al&saified

~~&t.ftrial be
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