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ESPIONAGE

ACT

Titles I, VIII, and XIII of an act approved June 15, 1917

(Public, No. 24, 65th Cang., 40 Stat. 217; 50 U. s. Co 31~2),
as amended by an act approved Y.arch 28, 1940 (Publ1c, No. 443,
76th Cong., 54 Stat .. Chapt. 72).

Ststion 31

m..'LAWFULLY OBTAI~ING OR PERMITTING TO BE OBTAIJ.I.'ED INFORMATim'
AFFECTit1G NATIONAL DEFE~SE.

(a) \'lhoever, for the purpose or obtaJ.ning information
respect1ng the national defense with 1ntent or reason to believe
that the inf'ormation to be obtained is to be used to the injury
of the United States or to the advantage or a~ foreign natian,
goes upon, enters, flies over, or otherwise obtains 1nform.at1.on
concerning any vessel, aJ.rcrd.ft, work of defense, naY)' ;,rard, naval
station, submar1ne base, coaling station, fort, batteu,r, torpedo
stat1on, dockyard, canal, railroad" arsenal, camp, factory, mine
telegraph, telephone, wireleso, or s1gnal stat1an; bu11ding, ottiee,
or other place connected with the nat1onal de.tanse owned or constructed, or 1n the progress of canstruct1on b,y the United States or
un4er the control Qt the Un1ted States, or any or its otri~ers or
agents, or ~th1n the exclus1ve juris4~ction or the Un1ted States,
or any oL.Lce 1n which any vessel, a1.rcr~tt, c1rms, mun1t1ons, or
other materid.ls or 1nstru~cnts for use 1n t2me or war are being
'lllade, prepared, rej:..uJ.red, or stored, under d.rlY' contract or agreement WJ..tb the United States, or l:I'J.th 3.11,7 person on behalf or the
United. States, or otherwJ.se on behalf or th~ Um.ted States, or
c1~ prohibJ.ted place with1n the ~ean1ng of section 36 or th1s title; or
(b) whoever for the purpose atoresa1d and w1th like intent or
reason to bel1eve copies, takes, ~kes or obtains, ar attempts, or
jnduces or dids another to cooy, tc1ke, make, or obtain, any sketch,
instrument, appl1ance, dccu'llent, writing, or note or anyth1ng connected
with the n~tiondl defense
(c) whoever, tor the purpcse atoresa1d receives or obtains or
agrees or attempts or indUees or a1ds c1nother to receive or obta1n
fran cl.llY person, or fran any source whatever, any doctUI'IOnt, wrl.ting,
cede book, signal book, sketch, photograph, photographic negative,
blllleprJ.nt, plan, man, model, instrument, appliance, or note, ot
anything connected vith the national defense, knOWing or having
reason to believe, at the tme he receives or obtains, or agrees
cr attempts ar induces or aids anot.hel' to reee1ve or obtain 1t,
that 1t has been or will be obtaJ.ned, taken, made or disposed or
by any person contrary to the provisions of ~h1s title; or
whoever law~ll¥ or unlaw!~ havuae; pcesession of,
w1~h ~ document,
wr1ting, code book, signal book, sketch. photograph, photographic
negative, blueprint, plan, map, model, tn•trwnent, appliance, or
note relating to the natJ.onal defense, willtUll¥ CCII!IIlunicates
(d)

access

io, control over, or be1ng intrusted
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transmits or attempts to communicate or transm:Lt the same to &IJ1'
person not ent1tled to receive 1t; or willtull.T retains the same
and rails to deliver it on demand to the orr:~.cer or emplo.yee or
the United States entitled to receive it; or
(e) whoever, be1ng 1ntrusted with or having lawful paeaession or control or a.rry document, wr1ting, code book, signal book,
sketch, photograph, photographic negative, blueprint, plan, map,
model, note, or information relating to the national defense,
through gross negligence oe:rmJ.ts the same to be removed f!'OI'Jl its
proper place ot custody or delivered to anyone in violation or his
trust, or to be lost, stolen, abstracted, or destroyed, shall be
punished by imprisonment tor not more than 10 19ars ancl may, in
the discret1on ot the court, be tmed not more than $10,000. As
~ended Mar. 28, 1940 1 c. 72, Seco 1, 54 Stat. 79.
Section l2.
UNLAWFULLY DISCLOslt-:G INFORKATION AFFECTING NA.TIOOAL DEFENSE.
(a) Whoever, with 1nte~t or reason to believe that is 1s to
be used to the J.njuey ot the United States, or to the advantage or
a toreJ.gn nation, communicates, dell.vers, f1r transmits, or attempts
to, or a1ds or induces another to communicate, deliver~ or tra~smit
tc, any tore1gn government, or to any taction or pa.l't7 or military
o1• naval force w1thl.n a tore1gn countrY, whether recognized or
unrecognized by the United States, or to any repreaentat1ve, officer,
agent, employee, subject, or c~t~zen thereor, either direct~ or
J.l'ldJ.rectly, cl"tlJ' document, writing, code book, signal book, sketch,
photograph, photographJ.c negatJ.ve, blueprJ.nt, plan, ma.p, model. note
instrument, applance or inf*'rmatJ.c:m relat1ng to the nat1onal
defense shall be pun1shed by ~n~isanment tor not more than 20 years:
Prov~ded, Thclt whoever Shclll VJ.Olate the prOV1Sions of subsec\1on c~>
of this sect1on in tlJlle o£ war shall be punished by' death or 1m=
priaomn.ent for not more than JO Years; and (b) whoever, in tl.m& of
w~:r, with intent that the same shall be communicated to the enemy,
shall collect, record, publ1sh, or camnunicate, or shall attempt
to elicit anT information with respect to the movement, numbers,
descr1ption, ccmdit1on, or disnos1t1on or any or the armed forces,
shJps, a:LrCrart, or war naterials or the United States, or with
respect to the nlans or conduct, or supposed Plans or conduct of
any naval or mil1tary operations, or w1th respect to any- works or
measures undertaken tor or connected with, or intended tor the
fortification or defense of any place, or any other intormation
rel.d.ting to the public defense, which might be useful to the
ene1q, shall be punished by death or b7 imprisonment tor not mora
than .30 years.
(June 15, 1917, c. 30, Title I, Sec. 2, 40 Stat~ 218)
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RESTRICTED
THE WHITE HOUSE

WASHINGTON

28 August 1945
MEMORM.DUM FOR:

The Secretaey of State
The Secretaey ot War
The Secretary or the NaV7
The Attorney General
The Joint Chiefs of Statr
The Director of the Budget
The Director ot the Office of War Information
Appropriate

de~rtments

ot the Government and the Jo1nt Chiefs

ot Starr are hereb7 directed to take such ateps as are neceasa17
~o

prevent release to the publ1c• except

~ith

the special anprcval

or the President in each case. or:
Info~tion

regarding the past or present status,

techn1que or orocedurea. degree of success attained,
or &DJ' specific reaulte or ar17 c17Ptana:cytic unit
acting under the authoritY" or t.be

u. s.

Govermnent. or

an7 Department. thereof.

HARRY So

I(ESTRICTED

TRUMA~

REF ID:A40556

llEPA'RTMiillT OF IEFEUSE
AmD FORCES sroom:TY .AGENCY

ltaeh:tmgton 251 D. Co

RESTRICTED
~ !·1r:n~~·I

Subject.

no.. 72·20

Handling of Code Word Uater1al 0

1..
1'tle followi!!g 1:mst:rnotioas ere publishod for the 612ldali.Ce of all
AFSA persODD.el for the lumdllBS of Code t-Tord mterie.l.
DefiDiti~'B.:

Code tlord. l•faterialis a tem applied to alas..
iJL additiOl!l to ito olaas1f1oat10!i.1

SI'tied material which,

bears e five letter code vcmt desi.graat1oao

Clg...ssif'l~:t!-1?!= '?he appropriate cl8saif'lcatioa1 TOP SEO!ET
or sncm.r, am its associated Code Uard shall appear on
ever:r sheet of ~per (top aDd bottcmlo

c ..

Tro:osm:tss1011.:

Code Word material will eitbel" be tral!Slllitted

by aor.rpticm 011. a:a authorized o:eyptooyatem, or through
TOP SECBET obaDP..els ovor off'iciall;r appl'O'ftld officer courier

rcmtes, except where such r011tes iD.volve air or lo.Bd t:l'BDS•
port over territories of :f'ore1gh DBtimmo
d.,

Dissem1:satioa: Code llo:t\";. mterf.al will be diase:miJiated oa]Jr

to Dtrsamtel who llave beam prapar:cy- imdootriEted 1m the
handli»s of spaoia 1 iiltelllgeRQe alld au~ thma on a ''Baed•
to know" basiBo
Addre!a~y:

All Code tlord ;material will be w"l'\!lppod in
dou.ble envelopes a:ad addrasaed eta follova:
(l)

Outer tnvel~ vill be marked 1m. tho sam m:mm.er as
all other To Sl:CRET oorraapondaaoe (Register rlumber,
''VIA OF.FICER COt:JRIER," etc,. )

(2)

IJm.e:r IlaveloR! will be stamped TOP SDCRET (Code Uard
11'111 im:YE..q eppaar em either the ia.er or outer avelop81., and in addi tim. to tba replar address, the
f'ollowb.g phms~ will be appended, lft;rO BE OPENED Q!!'LY
BY

PERSONALLYa "

'l'ha t1tle or the

:man!l9

of the perscm lmow:a to be authorized to receive Code
Ua.rd :uaterial will be i:eosrted i:a the blalako

RESTRICl.ED
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1\L:J
~FSA

f I<IL ff:D

ll!M'J.llt&IID"Ut. IIO. 72 -50

Sub3ect: Hel'ld 11ne;

o:r Codo Word l·mteria 1.

2.
Strict COlJl.Pl:lance nth the above directions is required of all
.i\FS.4 peraOJmel, es failure to obaen-e th&ae security precautions :ae7 result
in serious compromise of this As!JD.Cy~s activities.

/o/ n.

J. cowmm
Coloel, USAF
Chief of Administratioa

Atrn.IEN l'ICATED:

-/ ~
~·-~·

RESTRICTED

REF ID:A40556
----

----~

DEPA.R1HENT OP DEi'lRISE
ABHiD FORCES SECVBr.l'I AGENCY
WashiD,gton 251 D. a.

3 April 1950
j]_SA MlHlRA.NDDJlO.t 10.11
Subject:

Personal Mall.

1. ArSA personnel are read.nded that. ne:f.ther the Azmed Forces
Seourity J.gency r»r the SerYice Cr.vpf;ologic Agencies 1d.U be used as
c Qdclreaa tor reoeiYing personal. mail.
2. Peratmnel. assigned to the Amid Forces Seouriti7 J.&ency wlll
not. utilise oi't1cial mail channels for the posting of personal mail;

all such mail. mwst bo posted in mail be-.. located out.aide the station
areas.

3. An exception to the requirallents ot paragraph l above is
permitted in the case of ind.iYid.uall!l actual.ly quart.ered at either
the Naval Ccmnunication Station or Arlington Ilall station.
FOR 1'fiE DIRECitlR. AFSA:

/a/ M.J.

Cottield
M. J. COFFIELD
Col.onel• USAF
Chie.t of Jdmin:i stration

DISmmtrr.IOMI

..
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RESTI<IETED

e

D.EPAR1MPm' OF DEFENSE

AHMED FOB.CBS SECUBI'n AGENCY
Washington 2S, D. o.

16 December 1949

Bf!D!!P@
g§A, MltJ.OlW!>1!t 11).
Sub.iect:
1.

l2o..6

Seount:r RegulationB.
;Effective thia date.

am unt:U further notification.

tho provisions ot the CSAW Securi:ty Jtanual w1U appl7 to aU USA

spaces, tacilities,

am personnel located at

NOS; the prov:iaiona

of ASA security :regulations will appq to .AP8A spaces, .f'ac1litiea,

•

ard personnel I.ocatec! at AHS.

FOli THE DIRECTOR,. AFSA:

J.sfs.J~r
captain, u. s. Nav

(Acttg) Chief of Aclminiatration

RESTRICTED
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RESTRICTED
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e:· j r 1'

~~ 1 C 1t

, .;J .. '1 ~ ~i.:
U:. S'E'fuRI'rY f,Ol.i•cy

tla.shln~ton

c.

2!), D.

27 lp:ril 19;,0
R£5':1:"11 6t D
I

Caricra Hostrlc.t!.ons 'at Jrli.n&ton hall

SubJect;

and :1. 5.

~;n~

~tation

Co..""l'.ltmlcc.~.t!on ~tat.!.on

Herorcnccs: (a) Poot Hoculationa, JIZ"llngton T-u.ll r't..ot."!.on
{b) Orcanizat!on and He[:UlatLona, -:. ~. rTa.vyron~unication ~tation

1.

.,oat _iesuln tiona c.oncc1'tflin,. the use and llosscssJ.on o:r
!:IB.ll ~tnt.. Tvn cJ.t'ld n. ~. Favy C'Otm,un1cat.J.on
are auot..od a~ follows:

Cll..Tilerc.s at.. J rlJ.,.,r.ton
~Lnt1cn

a.

0 are. (f), ~e&o 22,
station roads:

~ost

qcculat..ions,

trlin~ton

all

11 Ccl.'1lOrDS.

CD..'"D.Cras -'lUSt.. ue l"'ecistorcd W~.'L!l t..!le ProvoEt
rnl'a:1ai:- unrot,.'l.stex•cd camc1•a.s w1J.l not Le poL"lTll tted on
t.!'l.C Post end nrc subJect to seJ.zure. nona i'ido l'lCznbci's
of t..tlO <..iyillc.n c,or.•cra Cluu arc uutr. . or.Lzcd to rc:;istor
1, :elr CCI'lera.s a'lG. brins the!'! vl1 thE> 0 ost fer t~lC I UJ.".,oso
ttf Stud~ e.li ti"J.O _'lt etl nuO of t.a.o t.a..tJOre. ~ lt...b •
CI"lDOl"S
o£ C..lub \-'Lll chcc.d: t.·'lcir ca!'leras 1n :.oc..dqunrl..ors :'llJ.ldln;:;,
noon, L-119, d....u:-in1, t.J1c day. tnder no cii"c.\l!'~st;ances
will c~oras be oarrLed Snto a1 Operations EuildlnG•
Tho use or cnneras on tnc Por.t is strictly £ozbldden~.

b.

Pa.t::,e 7-3~ Ite ,, (013, Or 3m .!.~c.tlo!l .:mtl ~cc..a.lul.r:.ons,
.J. s. !Tav~- Cor'lillunicatJ.on t.tat.l.on rends:
"'L1e personal i>ossoss:!.c.n of ca.~ er~:..s or.. t.1e r tat. • on shall
be orohibltod ·tril..llota.t t.ho ~-rit.t.cn pE'r.!il.!.S::.Lon of' -&he
COr"lAUD.ndJ.n:::; Officer. Cf.fJ.cial Ca'!era.e, i Ll"l\ clnd photocrapnic cq.upmcnt n..o.y be ccrrlod iTJ. cna out.. of tne
btatLon ir li~e be~rar hns a proport~ ~ass bcar!nr an
autnorizcd slcn..,turP".

~.
'l.ho
.forbidden.

USO

of pe.t>sonal C&.Jilora.f. ell.

RESl RIC TED

Cl.thPr

post J.S strictly
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DEPARDmm' OF DEFENSE

ARMiD FORCES SECURITY AGEJICY
Washington 25, D. c.
AFSA..,.Sll

1.5

Af8A t§llRANDTJM.w.

May

19.50

12~16

Subject:

.Recognition ot A.H.S. Badges at

ReteJooer..ce:

rlCS STATION ORDER NO. J1F49.

N.c.s.

1.
The reference l.S quoted in part f'or the Wormation and
guidance ot all AFSA personne1:

2. Eff'ectin immediate~ permancmt (photo) bad£es issued by'
Arlington Hall Station eball. be recognized by sentries for admittance to inner anc1 outer campou,Ms of' the Nav Ccmmuru.catJ.on station
as indicatecl belowc
(a)

IELLOl'l (photo) badges:

Authorized to enter outer and inner ccapounds tbroush
No escort. required.

all regularly' manned gates.

(b) GREErl (photo) badges:
I

' Authori,ed to enter outer and 1nner compounds through
all regul.arl.y' manned gates. No escort required.

CHERRI (Photo) badges:

( c}

Authonzed to enter the ir.ner and outer compounds
'fllhen in ~ (escort) ot a wearer of !ELLOW or
GREEN ArJ.inaton Hall Station badges or by NCB Persormel
wearing permanent badges. CHERRY badge personnel.
must be attended at all times 'WhUe within NCS com-

pounds.

Escort. slip not required. vr

FOR THE DIRECTOR, AFSA:

/J M.J. Coffield
M. J. COFFIELD
Colonel, USAF
Chief of Administration
DISTRIBUTION II
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3o ~'he oontc"'l.t.S Of this lrlem.o:randum Will be bro ..."l'\"ll..
to the attention or all ~lSA p~rsonr1ol, and strict ocmpl1anco
with the Post 11eeulat~o"'ls noted hei"ein ~.111 be observed by
all

1~1

SA pe:rsonnolo

/S/

t:.

J. Co.ftiold

l•!o J o COFii'IrLD

Colonel, US.f.F
Chief of AUministration

•

RESTRICTED
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ttoNFIDENTIAL e
DEPAHl'MBBT OF Il!liDSE
.AlliED FO:LCES SEOtJRITY GaCf
Waah1Dgtou 25, D., o•

.AJ'SA MDORAlfDJlf IO., 120-18/l

SubJect:
1,.

Cert:l.t'1cat1CD ot' Public Iav 513 (Crnto Se0111'1 t7 Iav)
AJ'SA Mrt110randa 120-18 and 120·19,

15 Ml7 alld l3 Juu 1950

:reapeot1'19l7, are hereb7 •upenedeclo
2, All peNCIDJ381 1 Bl.lita:q am cirtlian, enter1ns en 4U.t7
v11Jl 1.b1a .Apna7, vill read Public Iav 513 aDd oc.plete tile cert1ftoat1aa. attached. the:teto,. Th1a v111 'be aoocapliahed 4'111"1DS
initial praoesaing into tbe Apno7 'b7 the Pe.reCIIUlel D1Y1aiCI1., The
a1ped oert;1ftoatea v1ll be tcmra:r4ed to the SeO'Ul"lt7 Ccmtml D1Y1=
B1CD

far file ..

3., Pu'blio Iaw 'l3 will 'be 1"8Ylew4 q11arter]T 'b7 all pezscmnelo
Offloe aDd Staft D1T1a1CID Ch1e1'8 will not1f)' the Oh1et', Seour1'Q' Can..
trol D1riB1Clll1 in vr1t1DC1 'bJ" the 15th of' the Rmtla follCJW1D8 the D
ot each oalAmlar q•rter tbat th1a baa 'betm. aoooapl111hed.. In41'rtd:•l
a.rt1fioat1C!aa aze not l'equift4o
J'OB 'l'B! :DIIBO.rOB:

OEOo llo OM6Rtmr.-Col.arJel1 JCC
A4.1utent Ckmenl

REF -ID-:-A40556
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I<ESTRICTED
IBPARMRIT OF DE1i'RHS1
ARMED FORCES SECURI'l'Y ACZNCY
Washingt.cm 25, D.

c.

]c:\ d'\rGU'J' 1952
RE'fftle'ftm 916UMft !Mf'CftlfATfCI
J.FSA VROIW'IHW NO, 120-2'5/l

tJecurit,- ot lquiJ:II*nt. used tor Storage ot Claaaitied Material

SUBJECT:

1, AFSA Memor:uxlurn lo. 120-25(202-SO) 29 .t.ovenaber 1950 and
Appendix 1, )0 Aupat 19Sl, are heNbl auperaeded. The p!"OCedves
and et.ancsarda aet tort.h herein shall gonrn the • • ot vaults, aatea,
and safe oabinet.• and
ccmponan~•

2.

or

~he cuat~

AIS~.

&a.ch .,iiuU..

•at•,

or

sate combina\1ona

to~

all

ancl at• oabinet. havir:ar. a a.amb1n1.t.1on lock

aaa~gned & S.euri\7 Control 01?1a1on Pile n~beP ror ldent.1M
.ticat.ion. ~., prr.aa•nt. eqq1teent. 1a 111aved or when new eq-wnnent. ls
acquired, ~~cal Jccur\t.7 Or&nch ~111 ~• not.1t1ed immad1a~lJ •o

baa been

t.h.J.t. N6ords mAt b6 k•"Pt. ....., \o dat..

'\,

1\1. 19·1'"' ~I"Y '1x {I,, "ftont.h&.

I.,

¥"lf"l l'l'4...

t.Ss!,rii!IE"rst...

t.o J..now U. ~
r.

I J~fle ... f1(1Wlf

f7

,r•"

A "18.1"'.t••ra wtu:, ht.tl had ,e:ceaa t.n

~l"'bl.n..lt lOt

J.

13 ~(JI.,S ff"CIII

Cal".t.uat.,.ora i'l ..aras\11118d

rlhenever the c0111b1rut.1or beo-~:,.,.._a known t..o o~...,.ane- not
t..
persan who h·:t!t hold ace••• t.o l .:ambinat.1Cirl

~\at.hor:a.zed. t.., lcrOto ...
o\
.a prea~d ~o know 11.

4. Conablna.t.1ona vill be tumuhed t.o E'hJalcal Securit.,. Pnneh

in Haled ~tnveloou, (Sat• and Fil.• C.anblnat.lan Reeord - PIU..'C-NCSW
)65) for- use lra elllftr&fl'n.r'1ea. Th.,. Securlt;r Can:t.rol DiYisiGn File
Nulrlber -taalpd t.o t.bf. equ!~nt. w11J bit inserted an tiM top line
ot ec~.eh vnve lope, and " lbt. or t.ht- name• ana badge 1111111'bera ot ..-.ana
t.o whom t.he otnftllOJW rn&J be uaued -will 'be writ.t.en S.n t.tM- apace
rtrGV" J.d.ecl.

s.
at.ol"'"d

tr•

The k8fll t.o key ~ oc:l(.ed and bar -loc:ked O.J.binttt.a wilJ be
(cnll'lnat.tOfl ... lOCkec:l sates 01" cablnet.a.

! • ...,....,.v*.,.. t.M

... r a sar• ls rus'lldiiiPd, lt. •1 .t,,.,u•lt ... ~•r~c•r or Lhe .,.c.aut.y ._.t.trh
aliice!". 'l'he enYelope eonc,.' nv1r t.l".e • ambtf'lat.1m trnl be givel'l onl.7
,- tJtto 'llt 1'~" .. ~ t Dt-J.IIIl) ~ """' r .... ...._' "'t ttt ~h.e tr 9 St. f't' 'Pgt.:J Of.l., ,.......,
"\tf.a.ned Cr01a t.he

m •tU'

~ftl'11

,.ar~bb.~at.l..,.

JIJ¥9o~.C'.t.•

.,'b12rn DPM appo!IA'f"'l &1r\ the tmYelopll:.

,~ESTRICTED
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RESTR1C fED
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!FSA r-m:MORANDtw NO. 120-2S/l

7• Responsible Chiefs and Heads or

organiza~ional

an1ts will

insure that the instructions l~ted below are understood and followed
by all persons in tbeJ.r uni t.s who are responsible tor locking and
checking sates and cabinets.
a.

When

a.

CCIDbination lock is being locked

tbe CCI!lbina.tion

di~l should be turned ir one direction ~t least tour l4) complete turns.
It. should not be turned one wa7 a.nd t.hen t.be other, and IT SHOULD NOT
BE SPU~T U.-t.: IDLY.
'b' Bef0" i. Safe-C lbJ.net. is lOCked 11 all drawers fllUSt. be
completely closed. After the combJ.naLJ.or JB turned, the locker should
check by de,Jress1ng t.he l1t.ch or each dr.J.~(' .J.nd at.t.empt.ing vigorously
to open tbe drawer.
c. hber a ca.binot J.S be1rg secured wit.h .i b,.lJ" lock, the
locker should insure t.ha.t. t.he bar is put. t.hrough .lll t !Steners and
that. the p:1dJock lS ~"'O,olet..e.l.y closed .1nd locked.
d. ~hen \ cab1n•t. or at'ly t.;vpe ia be1.n.g securect, care should
be t.c11<en t.o insure t-hat loose p..tpers, p.1pt:r c.l.ipa, t~~t.c., do not became
wedged beh.1nd drJ.wers or in t.he drc:Awer t.rc:t.cks.
B. E.1ch p1.ec:e or equ"L3llent. uaed to at.ore etasaified 'l!atte:r vill
bea.r, posted .1r .1. cor.spicuous Place., " list. or the names, bane addreesea,
ind hens t.etePhona rumbers ot all persona out.horized t.o open the
equi~ent. .md UM Us contcrnt.a.

1o A ~acur1ty

3ee~~

Certi£jc\te wJ'l be

pas~ed

or each

~ieee

equiurner.t. used tor t.be at.oril'g ot u 'lS&~ fled rmt.erial and on each
door t.o 1. roan which h'lS been declared a. restricted or secured areaa
On this sheet will be ~corded the d~to 3nd t1me nr each opening,
locking ••ud eheel-'ing ot the equlfl"IC:it. .or door and the signature of
t.he person who J.l'llrfoms t.he runct.1on. 1/her. these sheet.a beeame
comrle~ely £J.llod, ~hey ~111 be digned by the chier or head or the
orr,~nl?dtlon~l unit concerred 'nd forwarded t.o Physical Security
9r~nch

!or

~vi~

Etch piece of equi~n~ used tor the stcr~ge of cl~ssified
when open t~d 1n use, bo~r 1 red card with the print
When it. is elosed and l~keti the card t.il tl be
:reversed to reve oil Ute legend "Clce-.d".
10.

~Jterl1l will,
leg.end "C~~r.''•

11.

will

be~r

Chie r or

E~ch eq~pmert used to s1ore on~ unclassified mater1al
o legend to that affect aigred b,y the appropri.J.te urlt
He.:.~.d.

2
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DEPARTNEm' OF DEFENSE

ARMED FORCES SECURITY AGENCY
Washhlgton 25, Do C.

AFSA-16

29

ArSA MEHPRANDUM_~ 120-2~(209:;10-l

SmJJF,CT:

Names of Organizations

h~ving

those ot the United States

Decembe~

1950

Interest• 1n Contllct with

l. For the 1ntonnat1on ot all pe:rscas 1n AFSA, there is
a1.tacbed hereto a consolidated list. or organizations deeignated b;y
the Attornq General as having interests in conflict with t.hose of

the United States ot America.

2. .Utlliation or aasociation by an.;r member or thia Agency
tri th a1'17' cne of the organi~ationm lUted wiU en1.a11 seriwa rieka
on his part in connection with lb,alty determination.
FOR

~HE

DIRECTOR, AFSA:

/a/ Eo S

1

L. GODllvir1

EA. S. L. GOODWIN

Captain,

u. s.

NaY3'

Executive lor Coordinaticm
and Cempliance
Attachment - 1
1. List of organizations d.esignated
\7 the Attnt7 Goeral, at.d ll-29-SO

DIS'lialapTION III
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ARMED FORCES SECURITY AGElTCY
22 December 1950

9J:BWZ&liiona Desipatect g the AttOJ"Ile.t pene~ i!! bavins IntereJJtS ,in
gontlict

with tJ!su sS,. !!!! United States

(ExtJ•cted fl"Qft the FEDERAL REGISTER• 29 Nov. 1950. Vol. lS. Mo. 2)1)

Black Dragor.t Society
Central Japanese .Association (!eikeku Chue Nippcm,jin Kai)
Central Japaneoe A&sociat.ion of Southem California
Dai Nippon ButekU Kai (Militar,y Virtue Sac1at;,r ~ Japan or Militat7 Art Societ7
ot Japan)
Heimuaka Kai, also known as Nekubei Heieki GJ.musha Kai, Zaibel Nihonjin,
Hef.7a.k\l Gi'CII.USha Ka:l,, and Zaibei HelJ!lUSba Kai (Japanese Residing in America
MilJ.taey COllScripts Association)
Hinode Kai (Imperial Jap.:\nese Rese!'V1Sts)
.H1ncmaru Kai (Rising Sun Flag Societ:r--a sroup ot Japanese War Veterans)
Hokubei Zaigo Shoke Dan (North American Reserve Otticera Asseciation)
Japanese Association ot Americ(!.
,
Japanese OVerseas Cel'!tral Scciet7 (ltaigai Dobo Chue Kai)
Japanese OYet~eas Convention. Toqo, Japa.n'll 1940
Jc:Lp.~aeae Protective Aseociation (Recruiting Org:mization)
Jilcyoku lin Kai (Current. Atfaira Assoc~.t.tion)
Kibe1 Seinen Kai (Association or U. S. 'Citizens ot Ja~ae Ancest17 who have
retumed tc, 4merica dfter studying in Japan)
N'c1nka Teikeku Gunyu.dan (Imperial Military Friends Group or Southern Ca.l:l.tornia

War Veterans)

N1cbibe1 Kogyo Ka.isha (The Great. Fujii Theatre)

Northwest Japanese Association
Peace Movement ot Ethiopia
Sakul."a Kai Patriotic Society• or Cherey Association--cempased ot veterans
Rusao-Ja.pa.nese W.&r

Shinto Temples
Sokoku Kai (Fatherland Sooiet,7)
quike Sh& (Reserve O£ticers Associat1on Los Angel.Gs)
~aacf:s~:

4mer1can NatiCXJalist Part:r
4
.!'1erican NatiQild.l Labor Pc:Lrt:r
\merlcan Naticmal Socialist League
'U!erican National Socialist Party

".merican

Pa~ ots

Inc •

•usland...Organ5zaiion der NSDAP • OVerseas Branch of Nazi Part.7
.asociation ot Gel"'lan Nationals (Reic:bactcsutsche Vereinigung)
entrc1.l Organization ot the Gtmna.n....Ameriean Nat-ional Alhance (DeutscbeAmerikaniache Einheitstront)
itlzens Protective League

-cani.tt.ee tor Nat.1onal1st Action

rante Aligtd.eri Society

ot-
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lascis1{:

(Ccnt'd)

Federation or Italian War V4lteram in tke V. S. A., Inc. (A&Iaociatsione
Hazicmle Ccmbattenti Italiani, Federasione delgi StatiiJniti d'iAmerica)
Friends. or the New Germany (Freunde dea Neuan Deutschlanda)
Qerman.. American Bun4 (Amerika-cleutscher Velksbund)
Gel'!llan-American Republican League
Qerman..Amar1can Vocational League (Deutsche-Amerlkaniache Berutsge-meinschaft)
K7fthaauser, also known as Kyf'fhaeuser- League (Kl'f'thaeuser Bund), K7f'fhaeuser
Fellonh1p (K7f'tbaeuser Kameradacbatt)
11ttha.euser War Relief (Kytthaauaer Kreipbilrswerk)
Lictor Societ)" (Italian Black Shirts)
Mario Morgantini Circle
National Bule Star Mothers ot America
NationaList Action League

Abraham Lincoln Brigade
Abrebam Lincoln School, Chipi011 Illinois
Action Canmitt.ee to Free SpaiD Maw
American Assacia.tiOD tor RecOI'latruot1on in Yugoalavia. Inco
AtiJerican Branch ot the Federation ot Greek J{arit:une Un1ons
~'merioarl Caqmittee tor European Wol'kers' Reller
Americart Committee tor Proteetiqn ot Fore!,gn Born
Americ.m Canittee tor Spanish FreedCIIl
American Ccrnmit;tee tor Yugoslav Relief 1 Inc •
.American CQ'Qncil tor a .Debtocratic Greece, torsn.erq lmCK<m as the Greek American
Council;. Greek American Ccmmi'htee tor National Unit7
American CouncU on Soviet Relations
American Croatian Congress
American Jft"'J.8h Labor Council
American League Aga1nst War and Fasciem
American League tor Peace and Democraq
Alner1can Peace :KCJI:jlliaation
American Polish Labor Council
Ams:rican Rescue Ship MiaSiOl\ (a project of the United American Spanish Aid
CCIJirllittee)
American Russian Institute, New York
American Russian Institute, Philadelpbia
Amer1ccm Russian Institute ( ot San Francisco)
American Russian Institute of Sauthem Calitornia, Loa Angeles
American Slav Congress
.American You.th tor Democracy
Alllenian Progressive League or Alnerica
Boaton School tor Marxist Studies, Boston, Ma.asachullet.ta
Cal.itOftlia Labor School, Inc., 216 Market Street, San Francisco, California
Central Council ot American Wcm.en ot CrOd.tian Descent, aka Centrai Council ot
American Croatian Wanen, Naticma.l Council ot Croatian Women
American Youth Congress

2
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CS!I!!!U!'lis\:

(Conttd.)

Citizens CCIID!Jittee to Free Earl Brawd.er
Citizecs Ccmmittee tor Harr,r Bridges
CivU Rights Ccngress and its affiliated 9l"&anizations 8 including; Civil Rights
Congress tor Texas, Veterans Against Discrimination ot CivU R1ghta COl"lgreas

ot

Nev York

Canite Coordinador Pro Republica Eaponola
Canm.ittee tor a Democratic Far Eastern Polie7
Camnonw0alt.h College, Mena, Arkansas
Ccmmunist PartJ, U., s. A., ita .aubdiviaiorua, subsidiaries and affiliates,
including: CitiMnS Camllittae ot t.he Upper West Side (New York Cit7),
Committee to Aid the Fighting South, Da1]¥ \'1roker Presr.s Club, Del'U'lis Defense
Camnittee, Labor Research Association. Ine., Soutbern Negro Youth Congreaa,
United Ma.y- Da7 Committee. United Negro and Allied Veterans or America.
Yiddisher Kultur Farballd.
Cammunist Political A$sociation, its s'Ubdiriaions, subsidiaries and atfUiates,
including: Florida Preas and Edu.cational Lea.sue. Peop-les l!iducationa.l c£nd
Press Associaticn ot Texas, Virginia League tor Peoples Education.,
Connecticut State Youth Contel"811Ce
Congress ot American Revolutionary- Writera
Congress ot American Wanen
Cauncil on Arrican A:ttairs
Ccnmail for Pan-American Damocrac:r
Detroit l'c:Aith Aasembl7
!mergenc)r Conference to Sc1ve Spani"sh Refugees (fcwu:li.Jlg 'bo:l7 of the .Nort.h
'
American Spanish Aid Committee)
Friends ot the SOViet Union
George Wa.shingtott Carver Sehool, New York Cit7
Hawaii Civil Liberties Committee
Holl.7wood Writers Mobilizat:t.on tar Defense
Hungarial1-Ameri~an C01mcU tor Democrac7
Independent Socialist Le~e
Internat.tcnal Labor Defense
Intemational Workers Order. ita subdivisions. subsidiaries anti ati"iliatea.
inoluding: American...Russian P'raterna.l SOc:iet,-; Carpatho-Ruasian Peoples
Societ.l"; Cervantes Fraternal Societ7; Croat1an Benevolent Fratsrnit.:r;
Finn1stl-Amer1can Mutual Aid Societ,-; Gal"iba.ldi American Fra.t.erna1 Societ,-;
Hellem c-Ame1--ican Brotberbcad; Hungari•n Brotherhood; Jewish Peoples
Fraternal Order; People's Radio Foundat-ion, Inc.; Polania Sbeiety ot the
IWO; RQilanian-Amarican rraternal Societ7; Serbiall~AR!erican .Fratemal
SocietT; Slovak Workers Societ.,'; Okrainian-Amorican Fratemal Uniono
JettenOI! School or Social Science, New York Cit-7

Jewish Peoples Committee

Joint Anti-Fasc!at RefUgee Committee
Joseph Wel'de1MJ11Sr School ot Social Science., St- LG111s, M0 •
Labor Youth League
League ot Al!lOrican Writen

Maced.onia.-Am.erican People's League
Michigan Civil Rights Federation
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£gm11!t:
Michii,m.
National
'National
Ra'ticmal

called
Wat1onal
Ba\1onal
National

•

(-conttd)

Schbol ot Social Science
CCIIIIIitte• tor the Datenae ot Political Priaonera
Camnittee to Win the Peace
Conference Clll American Poliey- in Cb1:na and t.he Far East (a C"onterence
by the Camnittee for a Democratic Far Eastern PoUc7)
CGUJ'lCU •ot Cr.oatian Descent~
CouncU ot Ameriean..Sori.e\ Frienctab1p
~ederation·tor Conat1tutJ.onal l1barties

Wational Negro Congress

Mature Friends ot Allleriea (aince 19.3S)

Negro Labor Vict01"7 CCIDIDitt.ee

kev CCltlld.ttee tor Publicat1od

North American Caamdttee to Aid Spanish Democr&CJ'
North American Spanish Aid Ccmdttee

Ohio School ot Social Sciene•
Oklahuna. Ccmmittee to Defend Political Prisoners
Pacif'ie NOl'thwest Labar School. Seattle, Washingt,on
Partido del Pueblo ot Panama (operating ill ~he Canal Zone)
PeoplM Educaticmal Association (incorporated under name Loa Angelee
Educational Assoc:lation• Inc•) aka Peoples Educaticmal Center~ Peoples
Un1Yet:rait7, People'• School
People~• Institute t4 Applied lle1igion
PhUaclerlphia Scbool o~ Social So:lence and Art
P.hoto league (lew tork Citb)
Progressive Ge1"1'!1a.n--Americana, aka l'rogreaain German-Amerie&ns ot Chicago
Proletarian Pal"Q' ot .America
ReYOl.utiOJiar.Y Workers Leape

Samuel

~

School, Boston, Musac!lUetts

Scbappea Detense CQlllld.ttee
Scbneidennan-DUC7 Deteflse QGID\'littee 1

Sohooi ot Jewish Stwli"fS-0 New Y-ork Cit7
Sea.ttl• Labor School; Seattle, Wasbir!gtOft
Serbiarl V!.dovdan Council
Slovenil-.ncoAmerioan lfa\iOD&l. CauDell
Socialiat Workers Part7, including Ameriaan Camdt.tee tor European Workers'

Reller
Soclalt.st Ycuth Leape

Tcm Paille School ot Soolal Science. Phlladelpb:J.a, Pa.
'1'• P.a1r~e School ot Weatetaeeter, New Y.-k

Union ot .Amal'ican Crcatiana
United American Spaaisb .Aid C~tee
United CCIIIIDitt.ee ol Soutla Slavic Amcrlc:ana
United .ttarlem Tenant• and C~ra Orpnlllat.ilXI-

Veterana ot the Abraham Lincoln Bripcle
Walt Whitlban Schcol ot Social Science, Kwark. Rev Jerse;r
Waah~cn Bookahop Anoci&t.lon
Waahingtaa Camdt.tee tor Democratic Aotion
W•Jdnston Cenaonwealth Federat.,ion
I

4
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Cammmis\:

(CCl'lt'd)

Wisconsi.n Conference on Social Legislation

Workers Alliance

Workers Party, including Socialist Youth League
Young Camnmist League

-

Subversive:
Communis1, Pa.rt;y, u. s. A., ~ts subdivisions, subsidiaries and cd'f'ilia.tea
Cammmist Politic~ Association, its subdivisions, subsidiaries land affiliates,
incl.ud.i.ng: Florida Press and Educational League; Peoples !ducational and
Press Association o£ Texas; Virginia League tor Peoples Education
German-American Bund
Independent Socallst League
Partido del Pueblo of Panama (operatJ.ng in the Canal Zone)
Socialist Workers Pc.1.rt7
Workers Pd.rty
Young Communist League

Organisations whicb have' "adopted a polic7 or advocating or approving the
canmission ot acts of force and violence to deJ\V' others the1r rights under
the Constitution or the United StatesD:
Am.er:~.can Christian Nationall.st Party
Associated Klans ot America
Columbians
Knights ot the White Camellia
Ku Klux K.Lan

Original

Kl.ans, Incorporated
War Veterans or the United States, Inc.
Silver Shirt Legion of America
~iouthem

Frotestd.n~

Orgarn.za.tions which "seek to alter the form ot govemmsnt ot the United States
b;y uncor1st.itutional means":
Camnunist Party, u. s. A., its subdivisions, aubsid1.aries and affiliates
Camrnmist Political .Assocation, its subdivisions I subsidiaries and affiliates
including: Florid.a Press and Educational l'Aague; Peoples Educational and
Press Associatl.on ot Texas; Virginia League tor Peoples Education
Independent Socialist League
Industrial Workers of tho World

Nationalist Party or Puerto Rico

Partido del Pueblc ot Panama (operating in the Canal Zone)
Socialist Workers Party

Workers Party
Young CCIIIIIIunist League

s
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·r.,author1zcd Disclosw-acs of Glar: s:!..ficc! lnforrution

l. 'l''lle Pres.Lde"lt o:f tho uniued Staues has e.1:p_.. cssed
concern o~er the l~reo number of recent unauthorized releases
to the press and p~blic or classified inro~atjon.
2. Personnel of rFe/ are bo1nG reninded quarterly, t~roueh
the proc~duro 9reccrlbed _n ·T~ ?'e~randum ~o. 120-1e, or t~a
law whlCh protects classified cryptoloctc infornation. It 1s
now celled to their attontio~ thaL nu~~ or t~e class!fica 1nformat1on o.vaJ.lablo to then J.n • SJ· .LS non-e~ p~olo::. ic in no.tu.re
and that, as "J.ot"'bers of the £"11litary serv~ces end eM-olo:;-ees or
t~e Government, uhoy aro oblicated Go protect all cluss1f~ed
1nro~~o.tion, cryptolocic or not.
---

3·

An~ono

scrvtns

in~~~~

~~o

intends to

ex9os~

to

u~bl1c1~y

an-y wr .. t1n, .. or ste.toment rrust c• eck it c..lro!'..1lly before !t lenvos

his control to insure that it is free of classified info~r.ntLon.
If' he is ::!.n doubt, he sltot..ld, for !lis oun protection, clear the
ur1 tl.Dt.; or statemcn t 1.?1 th the Director, /<Ff A, b) 11be process
prescri'bcd (in J ~ ... onorandUl'll ?To. lC-.33) for c~ ptolo, ic lee 'jurcs
and articles.
J~o
In addit~on, ~11 are ro-lndcd t~a~ tno unpre~cdltdted
statement, if M.Dde in the ll7ront· pl ... cos n"'ld to the 1-r.ronc; -:JCO"")le,
is cn~able or exposinr classif~en in£orL~t1on to pablic~t~.
ror thJ.s reason, n!ld because of t.hoir constant concern n1th
larco ~ounte of claesified information, AFSA personnel must
be particularl-r alert in thoir convorsntion. !To e?..ount or
offic1al ccnsora~1p can protect acainst careless conversation;
secur.Lt) in thJ.s respoct de.,cm... s entirely on the lo~alt-y, desc:roetion,
and alertness of each indi~dual.

$. 'Phis ~·cmorandum. 1rrlll bo read quartc:roly by or to eve:roy
person servinc; in !..I'SA. C'1icfs of Of'f'!ces and bta:f"f '>ivisions
will add o. report or C0!'.1Dl1oncc tri th t.!lis provis!on to the report
(to t.n::I-1 1>) called i"ol' b-;r ArS/, p.femorandum no. 120-10.
/S/ J.arl

s.

Stone

-r.:ARL E. STONE

Rear /1 dmiral, U. S. Navy
Director, Ar.mod Forces Security AGency
DTSTRIPt"T: fl~' III

CONFIDENTIAL
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&NFIDENTIAL

e

DEPARTMENT OF DEFENSE
ARMED FORCES SECURITY AGEBCY

Washington 25, D.

SUBJECT:

c.

Prelimino.ey Security Imtrw:tions tor Armed, Forces
Security Agenq Personnel.

THIS MATERIAL IS CONP'ID!INTIALo It is directed that thill
matoerial not pus CNt. ot the hands cr personnel associated with
the Armed Forces Socurity Ageney", excetpt 'b7 express permission
of The Director, Armed Forces Secur11o;y Age11C!7'o

Prepared by:

AFSA Security Control Diviai011
7 January 19S2

CONFIDENTIAL
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Part I
INTRODUCTION TO SECURITY

The Agency by which 7011 are emplo_yed is engaged in a veq sensitive
operation; the details ot the operaticm and the final results thereof'
are hishlT claasit1ed. Even t.he sma11•t slip u to the ~ailure or success
or the lfOJ'k within the Agency D1117 be ot can!ort to the e:nemy. The success
or failure ot this and similar activities has, therefore, alwa7S been
dU1gantq guarded, even at the expense of' sacrif'icing lives to do so.
The necessity that 70U con8tantq gllBl"d ,oor conversation regarding the
work ot the Agency is obv.:Lous. 'l'o be brief • 70U do not discuss it an)'Whe:re
except 011 the jab.
Realizing human t:railties and the natural tendency or most humans to
talk about themselves, access to into~tion concerned with A~ncy operation
1
is baaed on a "need to
This method ot granting access to information
to personnel teDds to insure that each person is familiar only with the part
ot the praeess performed by his own inmediate section,. It is necessary that
each employee realize that even though a friend is a fellow emplO)'U and
known to be cleared, he is not entitled to the information that you hold
unless he is working on the same job J'OU are. You are never, urxler any circumstances, to discuss ,.our work with an7one except 7our immediate supervisor
and aa required to aecanpliah 7CJU1" dai.l.J' task; 7011 will never answer questions
ab011t your work "to &J170118 UDlesa instructK -to do ao b7 70U1" supervisor.. No
ou ill entitled to intonnation b7 virtue ot his rank or position alene ..

kn0w.•

'l"o assist in maintaining the security of the operation and to sel'T8 as
identification of vari'OUS phases of' 1t, cede words are usedo Cede words are
ot tba highest classification and each refers to a definite phase or the
operation and, perhaps ot your work. Ordinarily, no one cerson has access
to more than one code word. If' sane code word material to which ;you aN not
normalll' entitled comes into your possession, it is your dut7 to inlnediately'
return it to the proper authorit)" so that is may be placeci in the proper
channels and to infont 70W" supervisor of 7CNr knowled.geo

Further indoctr1nat1on into your work and the operation of JOUr section
Do not be
inquisitive or :lmpa.ti•nt; do not uk questions or persons autside 7Q1r aection;
do not wander into areas Where you do not belcngo Undue curi011it7 or tendeney
to wander, either one or beth, is sufficient grounds to terminate ;your
employment by AFSA.
will be given JQ1 b1' your inmediate supervisor as requiredo

As you know, 7011 have been or are being thoroughly investigated b;y one
the governmental investigating agencies o You. will continue to ba the
subjeet or investigation rran time to tl.JD.e to insure that your personal lite
and your.• pers011al character remain above reproach. This action is necessaey
of

1
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to main~ain the security ot the United States and to protect the lives of
Amerieans evoeywhere.. AFSA, lllWit, tberefore, lMI sure or the character,
lOJ'alty, and discretion of each individual connected with this Agenc::v and
on a continuing basis.
Anr question 10'1 ma;r have about any ot the material which you receive
clurit'l£ this indtx:trination will be ar.swezoecl b;r ua. An7 proven violation
of the oath whJ.Cb you will sign at the canpletion ot the indoctrination is
sufficient evid~ in a qourt of law to make you. liable tor imprisonment,
f'ine,. or both, under the Espionage Act. It is essential that it will

never be necessary to app]¥ the provisions ot this law to anyone W1thin the
Agency.

2
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Part II
PRELIMINARY SECURI'l'I INDOCTRINATION

Tho Armed Forces Securit;y Agency CCil\prises a number or un1t.s ~ which
are cCDpd!lents of tbe National Milit&l7 Establishment. It employs many'
milita17 and civilian perbonnel. It ia organized tor the purpose ot
conducting certain types ot research aqd anal)rais in the communications
tieldo Tbe nature ot the work is CO}.'FIDEN'l'IALo The detaila ot the work~
including specific aims and methods are of even higher classification
and all cane unc:ler the clasaificat:l.on ot SecuritJ" Information as defined
b7 Executive Order No. J.0290, dtd 24 Sept Sl; the results ot the work are
given t.tle highest protection afforded the classification ot documents and.

intorm.ationo

Even before JOUr approval for lull participation in AFSA, there are
man.y items ot 1ntormat1on in connection with the nature and deta1la of
the work ot AFSA which will cane into J'QUr posceaaion eitNr clirectq
and legitimate17 or by d.eductiOD and inference fran collateral information
which is fumiabed to you. Even in li•tening to me nCif 7C1U will obtain
cert,ain intormation whicth, added to other racts which will beccme known
to you, mq enable ;rou to deduce much about the work in vh~b_ AFSA is
engaged. Such deductiors must be given the same p:rotecticn which :1$
affCil"d.ecl clu•itied documents. It is the information which is cla.saitiad,
regardless ot whither obtained. trca a classified or a non...cluaitied
soutcep This 1a c:me of the reasons tar probi.b!ting the circntlation ot
this talk to persons outside ot thi• organizationo '87 the aame reasoning
the imparting or any or the information I am giving you to persOllS not in
the organization is prohibited unless expressly authorized. ThiS holds
regardleaas ot vbetlwr 70U are later disapproved tor tull aaaociation;
approved ant! subsequently withdr•w, or approved and remain active.

Personnel new to AFSA remain in a provisional statu until aucb time
aa t!•ir .securit7 status has been evaluated. Tile need tor such evaluat.icm
and t.he methods ot obtaining tbe information on vbich it is based will be
diacussed la~er. Persor.a are placed in this provisional status only on
the basis ot three important assumptions: 1. 'l'hat they are loyal citizens
of the United States; 2. Tbat they are particular]¥ well quali1'1ed by
education, experience, or mentality tor scae phase ot this work; and 3.
That the7 are capable ot learning and practicing the NqUirementa or • _
securit7. Since ll1&nY' perame new to tbe organization haw bad little or
no experJ.ence in milit~UT securit)"', I am going to diiJcuas some elementary
£acts o If 70U are already tam111ar v1th them, my- discussion will refreah
)'OUI' J1181110J7 •

AFSA work is involved almost exclu.aively with cla•sif1ed mattero By
tbe nature t4 the beaat, the crganization thrives particularl.T em TOP SECRET
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matter, "the security aspect ot which is paramount." and the unauthorized
diac1.ceure ot which would cauae exceptionally grave damage to the nation.
Such is the stutt that the AFSA organization is made or, the stutr it
handles and createso
Other classifications established by Regul.at1ons are as follows:

"Secret" Information and material (matter) 1 the unauthorized disclosure
would endanger national security1 cause serious injury to the
interests or prestige or the nation, ozo would be ot great advantage to
a foreign nation, shall be class1t1ed SECRET ..

ot wb.1ch

Contid.ential" Intormat1on and material (matter), the unauthorized

11

disclosure or which would be prejudical to t.he mtereats or prestige or
the nation, or would cause unwarranted injury to ar J.ndirldual, or be or
advantage to a foreign nation shall be classified CO!"FIDENTIAL.
trRestricted" Information and material (matter) which required security
protection other than that determined to be TOP SECRET t SECRET, or CO!'FIDEl.'TIAL
shall be clastufied as RESTRICTED.
lou w1ll note that scm.e pages or mat.er.1al you will read later are marked
CONFIDENTIAL. Every classif1ed docwunt is marked 1n a s!Dtilar way. Merely
stamping a document wi~b a classif'icatJ.on does not lead it its aecur1ty,
however, auch measures are onJ.7 guides which help to 1nd1cate the proper
cOUJ•ae to follOW". The moat 1m.portant aspect of' secur1t7 1a t.be methoc:i or
handl1ng various class1tications or 1nformat1on. Handling may be divided
into two aspects: (l) who shall receive what 1nformation, and (2) what
mechanical safeguards shall be used £or storJ.ng various classified documentso
Regulations state that conr1dent1al matter may be disclosed to these
persons in the•Nav, Army, Air Force, or other goverrment services whose
official duties require such action. This regulation is interoroted scm.wbat broadl.T 1n the services generall¥, but AFSA takes a very narrow view
ot it. Con.tJ.dential information concerning AFSA, which ia Security
Information, is almost never disclosed to persona outside this organizat.1on,
and then onl.7 tor reasons which are telling and cogent, and in such manner
as to indicate that this part1cular conf'J.dential information is in a class
apart f'ran other information ao classified.

Because almcst ever, phase ot AFSA work involves highly claaait1ed
Securit,r Informatim and material responsible AFSA personnel mu•t guard.
against al'lowing what is commcaplace within their organizatiOI'l t.o be ccmmonplacct outside or it. TOP SECRET means what it Sil7So Unauthorized
chaclc::.ure or TOP SECRET information mvolves "exceptionalq grave damage
to the natl.on." What ia canmonolace in AFSA work J.S ord1narily a rarity
elsewhere. Familiar1ty should breed onq a greater appreciation and
respect.

4
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ConveNel.7, the AFSA worker must guard against a tendenq to dismiss
infomation ot clasaitication lower that TOP SECRET as or no great consequence. The mere fact that material is clasaitJ.ed at. all indicates its
importance to presumab~ competent authorit::r4 Unauthorized disclosure of
restricted or contidentl.al matter is subject. to the same "Espionage Act

SO

u.s.c.,

31 and 32, as amended, and Public Law

Sl3 as is TOP SECRE'l'

matter. Be:vond any such dire implications and the ihreat. or punishment,
however, the security sense essential to AFSA work must extend to eveey
phase ot the work and must be solid all the way down the line~»
Y..taintenance ot secur1t7 is a professional skill, requiring initial
stUdy and etfort, which atter a while becomes autana:t;ic and unconscious.
Great athletes do not ti.me their m.crrements except intuitively'o Similar17,
properl7 instructed and reasonab]¥ experience AFSA personnel seldcm plan
their security measures, they autcxaaticalq exercise securit7 d1scrotion
at all times. For such personnel, securit;:v is not sanething separate a.nd
apart, but a natUl'al element, a part of the job. Security is a matter of
retlex, not reflection. Tb&t, at leaa-t. ~a the 1deal, and 1t is among the
highest. ideals o£ the Armed Forces Security Agencyo
AFSA pel"Sonnel are r.atural.q subjected to queGticms trcm ou.ta:..dera
about their worko Us\1&117 such questions are asked on]J' out ol idls
curi011it~ or :l.ntereste4 triandabipo The aatest reaction is a casual
vagueness calculated to give the impression that the activitiu ot the
organization are routine, ccmnonplace, and non-JQWterious.

Resene personnel who are taking one or the ceuraes and attending
"drill• 1n their Distr:lct J11&7 be asked by tamil.J' and. triends what they
are doing and what outfit they are ino A sate answer to the question
might be "I 'ttl taking a course in Camuunicationa -- II)"Stems, methods 1
etc •• " Such an answer is direct enough so that further questicning is
unnecess&17.. Also it sounds like routine work and probabl.7 will not;
provoke any .further interest ..
Above all, do not be coyo

Do not hint at great secrata, oro make
Do not ciW anaweM
in such a wa:y aa to ar01111e the curiasit:y ot 70Ul" ~aticner. Yew- job
is to alleviate b:fs itch, to dhdnish his curiosit7, !lot to arOWJe 1t

•sl)" a Uusions to what you cou.l.4 tell i t J'CU wou.ld.
through

suggestion~~~

AFSA pereormel will be expcsed to curioua people other than tl'lelle
who ask questiCI'IS• namel,y to people who jut listen. Again, theM will
not necessariq be spies Dr saboteurs • but the -curioua and Uldnitiate,
who• when tbe;r knaw t.oo much, are doubq danpraua because tba;r haft not
had the aecun't7 indoct1"111&tion to make thea realize bow dangerau is
their little knowledge.

-k•

Aa Americana, n are all prane \o
apeculat,.ve statements or
even positive assertioaa ccnceming aabjecta abaut wltich w knaw little
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or nothing. We teel tree to discuss tbings which we lmow should be secret
as long as we are not. 1n on the secret.. When it touches the field or AFSA
work this may be a very dangerous thing.
:It is advisable for AFSA personnel to refrain fran d1scussing their
work, even among themselves, when awq from dut;y stations. There is, or
course, no harm in such discuss1ons when there is no possibilit7 of their
being overh,ard b7 outsiders, bu'h the babit ot tallcJJJg shop away from the
organization leads inev1tably' to carelessness in the matter or being
cmtrheard.. Unless the habit o:t not talking is cultivated, even the most
ale~ person will sooner or later f'orget, not alone that the walls have
ears, but that other people have them too.

It is well to note, also, that precautions against outsiders overbear1ng what the7 shouldn't must be observed on station as well as ofto
Careless conversat1ons should not make it possible tor outsiders t.o
overhear ins1ders through windONS 1 through walla, or through telephones
which happen to be in uae nearby.
Personnel assigned to the AFSA organization must be approved.
Ordinarily they will not receive such approval untJ.l speciall7 investigated. This security measure is designed to eliminate bad security risks
at the veey outset. It is at best an elementary precautionaey meas'Ul'e
which eliminates tairly" obvious risks. Greater risks remain, f;leapite this
initial selectivity. Note that such risks are created not b7 willtul or
conscious betrayal or classified matter1 but 'by unthinking and unconscious
acta of commiaaion or aniss1on. Securit7 is, ot ~curse, concerned with
barring those who might willtulq betrq their count17 b7 betra7ing the
AFSA organization, but 1ts tar more difficult job is to prevent thoughtless exposure 1 careless disloyalt7, or unconscious bet.ra,.a.l. An act or
unconsidered carelessness may do greater harm than one or calculated

maU.ce ..
It should be apparent, therefore, that then is a valid distincticn
between a dislo,yal person and eae who is a bad security risk tor ather
reas.ons. GeneralJ¥ speaking the distinctJ.on i• analosoua to the
diatinction between murder and manslaughter., '!'be law d:~.atinguiabes with
regard to intent 1 but the result 1s identical. In either ease the victim
is dead. There are degrees ot responsibility and of pqrwsbment. There
are no degl"MMI ot be1ng deado

A bad securit7 risk might be &J'17one who tor arJ7 reason f'inda
clitficult to keep a secret.. :s....,17ane knows people who are s1mp4r
tut.ionall.7 unable to keep their mouths ahut.u 'l'be7 ma7, an4 otten
hearte of gold. Securit;r takes a ve17 unsentimental view ot such

it
e011Stido, have
«oodness.

Certain people have an inner ccmpulsion to impress otben with their
impoh"'tance 1 and revealing secrets seems to be a tasbionable metbod o:t
achieviDg such an impreasiono All7"le so pbJcbolog1calq uncertain or
himself that he might adopt this mode ie a bad security risk.

6
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Certain people ma7 talk in excess when the7 drink, and while the AFSA
organization, f'ortunateq, does not. require teeto1i&lers, its members must
know either when to stop drinking or when to stop talkingo A wagging
tongue 111&7 be no more dJ.sl07a.l than a triendl7 puppy dog's tail, but it is
infinitely more dangerous. 'l'oo great a tondnesa for 1UXUI7, tor the spotlight, for vices, foibles, pecc&dd.llow, call them what 70U will, whatsoever
the lack of mccteratJ.on, may make a person a bad security risk.

The securit7 investigation which is required for all AFSA petosonnel
attempts to eliminate not only the potentia~ dislc,al but the bad security
risks as well. An unsatistactOJ'7 report on an individual, therefore,
impl1es no suspicion ot disloyalty or incipient treason. To call the
investisatJ.on a "lo.palty check" is to miss much or its significance. It is
that., but the phrase "security check" gives a much better indication ot ita
scope. It is recognized that to a greater extent the bright and able minds
ot our day are naturally concerned with political questions. Ev3n the
scientists 1 who were l011g considered--and who consid.ered themselves-secure
in their ivo17 t.Gwers, have entered the political arena" It would be
tooJ.ish to expect first-class men with first-class minds to be uninterested
in J.deas ot change and progress. It is recognized further that such men
have been at times overly' receptive to change and to pi"Oposals tor social
progress nthout exam1ning veey carefulq the impllcatJ.aruJ therein. Such
over -receptiveness is, tor example, characterist1c ot youth. It is not
taken to indicate that a mature person is likely to betray his count17 or
that he desire to undermine his government. On the other hand, continued
association with certain persons or groups who advocate change and make
certa1n proposals tor social progress DJay' be associated with persons or
groups who are inim.cal to the govermnent or the United States. Such an
aasocation cannot be condoned tor arrr reason. Whoever lends him.selt to
becCD3ng a tool ot such a person or group, no ma"tter whether through
ignorance or with the J11res'l; or motives, is, by nature, a possible tool of
eneJII.ies ot the United States- He u decidedl.7 a poor securit7 risko
Maey such considerations exist which are not immediately apparent t.o
the uninstructed indJ.vidual. Eveey effort 1s made to base security cheeks
on these practical considerationS'. Investigations, e~ though thq are
conducted b7 other agencies 1 are evaluated by this organization, and the
eva~lations are not based on sndbber,y, intolerance, ar political orthod~.

InevitabJ.7, certain people are admitted to the AFSA organization who
should have been kept out, and others are kept ou.t who should have been
"Welcanedo Securit:y attempts to keep each or these groups to a min::lnmmo
It, in the name of securit;r, able men are excluded tram the AFSA organizatiCil
for reasons which are not valid, operational etticienc:r aui'ters.
Secur1ty itselr has been sensitive to the need f'or change.

Aa the

organ1zat1on grew the requirements of operat1onal ef'liciene, demanded
reliance on an ner widening circle of people.. The "need to know" grew
along with the organization. The result was a rigid &JStem ot canpartmentation, though retained, was made more elast1c. It was recognized

7
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number ot others, and allowance was made tor such J.nter-d.epettdance a

t.halo loba procluct.

Thorough-going securit7 fo'l! AFSA might seem best attained by an
organization consJ.Sting or one man in aolitar;r confinement. While such
an environment. might, on occaslon, seem desirable or preferable to AFSA
neraonnel, it is obviously undesirable !ran the standpoint ot operational
erficienc;ya The use ot add1t1.onal personnel, in stead7 contact with one
another, is certainly noli a relaxation or securit;r.

Wit.bJ.n the AFSA organ:Wa.tion there can be no relaxation or security.
There can and must be recognition or operational. imperativeso The onl.yimperatJ.ve which is categorical and unmistakeable for all AFSA personnel,
however, is the primacy ot securit7o
Every member or the AFSA organ1zation whether officer, enlisted, or
civilian is required to subscribe to an oath or secrecy. What I am sa;ving
is intended to shaw you the need tor such an oath, and to give 701.1 such an
underat.a.ndl.ng or secvJ.t:y that you will not. be guilty or unconscious
violation or its principles.

One phase ot AFSA work in wh1ch ma.117 people would be employed in time
of war is cryptanalysis. This is a field wh1ch requires the services of
trained. personnel, and as you will know thia training cannot be acquired
overrd.ght. Much time and effort are required even to locate J.ndl.Yiduals
who are good prospects for such trallling. It is tor th1s reason that AFSA
encourages Reserve personnel to enroll in the cr,yptanalysis course given
by correspondence and that almost all act1ve duty and civil sern.ce
personnel are given elementary cryptanalysis train:Silg and tests. This
serves to locate a reservoir ot potential trainees and part1allY trained
people to draw an in case of emergena.7o
The mere knowledge that you J'll&:f' be taking such a CO\Il"Se is ot much
greater value to tore1gn agents than 70u may suppose. It is ve'f7 natural
tor one who is not tully' aware or the ccmpl1cations of securlty to draw
falae concluaions tram the obv1ous bell.et that the general publ1c and
the toreigrJ agent must know that. the United States engages in ceyptarJalysis
activ1ties. The belief in itself, is true; t.he informed publ1c in this
country as wall as tore1gt1 agents do knON that we try to "break codeso" It
does not. tollGW frcm tbia fact that it is sa.f'e or proper to make the slightoat reference to ouch pursu1ts ~apt to those who need to ~now about it.
Every reasonable ef'fort must be made to conceal t.be scope and s1ze and even
the very- eXJ.S1.enee or such an organization. Qu1t. valid conclusions
concern1ng its act1vities might be drawn tram a mere anal7sis of its size
and extent.. We cannot hope for canplete success in concealing the existence ot such an a-ct.iv1t;y, but we knOW" full well that we ca.mlot hope to
reallze any goal higher than that at which we aim. We aim for perfection
in this regard w1th the sincere hope that we may at least achieve the
degree ot secur1t7 essential to our continued etfect1veness. Ttie need tor
th1s perfection can best be emphasi~ed by a consideration of how ene~
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1ntel11gcnce operates against our endeavors. From an understanding or
what tore1gn intell1gence wishes to learn about us, we can know how to
defeat ito purpose.
In the first place, militar,y intelligence seeks to establish what is
called an "order of battle" or our military forces. That is, so tar as
possible~ m1l1t~r,y intellJ.gence seeks to find out first bow cur militar,y
rorctas are organized and second, the names and backgrounds or the personal1tJ.e.S who occuw the varJ.ous pests. It is hard tor one not in the
militar,y intellJ.gence to bel1eve the extent and detail to which this 1s
dane. European intelligence agents kept careful track or names, train1ng~
ar~ squadron assignments o! tha pilots 1n the1r en~ a1r forces.
Much
or this data could be obtained by newspapers oubl1shed in the eneJn7 country
and gathered through neutral sources. Further information as to the
composition of squadrons and h1gher groups was obta1ned by interrogatJ.on of
captured pJ.lots. The in!orno.ation was valuable J.n several W&JS• F1rst 1
1n ini..errogatJ.ng pilots recently shot datln the interrogation of!J.cer could
d1Splay the broadest knowledge or the ~ost mJ.nute detail concerning the
cantUl~d pilot's unit.
Accordingly, the pilot was led to feel that there
was no sense 1n trying to withhold informat1on from such an all-knowing
ene~u
S~cond~ when a new p1lot was caotured 1t was poss1ble to J.dentify
hJ.S unit even J.f he refused to do so hJ.mselt. From unit J.dentJ.fJ.catJ.on
it was possJ.ble to dete~~e the Movement ot the enemy's forces, the1r
present emplo.yment (as to whether currently operational or in trainJ.ng)
and to get infomat.J.on as to their current equ1pnent.
From th1s you can see what the intelligence otfJ.cer or a countr,y who
considers the U. s. as 1a potential eneJJ\Y would want to know about our
AFSA worko He wants to know who is rece1ving c;r)'ptograph1C and Cl'l'Ptana}Tt.ic tra.wing. In the event or mobilization~ he wJ.ll be especially
interested in where those or us who have er,rptanalJtic tra1ning are
assigned.. He would be very pleased to know how maJ17 or us are engaged
in training for this actiV1ty~ because in discoverJ.ng this fact he can
estimate the 1ntens1ty ot our effort along such lines and can make his
plans accordingly' ..
Tcda7 it ie not possible to road too newspapers w1thCNt know1ng that
it is common for torGJ.gn pCMers to subject members of our military forces
to searching 1nterrogat1on whenever tba7 can arrest our men. Do 7oa
suppose those roreign powers wculd care to ask :you what 700 knew about
our count~'• cr,yptographic work? Can you 1mag1ne the consequences to
you? You thlllk this picut!'e im.poasible? Th1nk J.:t. over if TOU do. Every
one who bears this talk: today knows many thingo foreign agents desire to
lmow.
\ie all muat recogn1ze that the press or this country has carried
statements to the general etrect that durJ.ng World War II we broke
var1~ Jap cedes.
Haw this must 1nterest Intelligence orticers and
also the Ccrtmtwlication Security Officers or our prGSpective enemies.
Let us cccaider the questions ,,.hicb such a statement cculd raise in t.be
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minds of the mil1tary author1t1es of Lower SlobOV1a who regard the United
States as a primary target country. F1rst, what t;rpe ot Jap cocles does
the United States so loosely claim to have broken? Second, wbat is the
connectJ.on between the Jap code so claimed to have been broken, and the
codes now used by Lower Slobovia'? Wo must consider the tact that there
1S a sanewhat limited number o£ ceyptographic procedures available, and
that other countries can and do use systems and techniques similar to
those employed by' the Japanese. To release information about our
success aga1nst one~ would advertise to the others that we have been able
to develop the tools and techniques. the necessary "know how" to attack
their systems successfullY•
In addJ..tion, same of the methods we have developed are or much
broader application than the J.ndividual problems wh1cb they were designed
to solve. The continuous battle between the cr,yptanalY&ts and the
cryptographers is otten likened to that waged between gun and armor.
The mpetus toward the development or new armor 1s sl1ght indeed as
long as it remaJ..nS invulnerable to any practical mode ot attack and its
users are reluctant to go to the effort and expense of making any
radical change. Conaequertly', no matter how much publicity the break1ng
-... or codes may have enjoyed, AFSA continues to keep silent. It 1s clearly
a case here that you cannot argue "why be so secret1ve about scxaothJ..ng
that everybod7 knows?," or "after all--the cat is already out or the Bagon

It's not so bad, Nally. After a whl.le the individual develops, as
a sl.Xth sense, a sense of secur1ty. This sJ.Xtb sense prOY"J.des him w1th
a re.tlex to questions just as touch does to fire, a reflex to outsiders
as taste does to bJ..tterness. It becanea :tnstJ.rctive and involuntar,r.
The AFSA organizat~on depends on the development or this sixth sense and
relies on 1t for its very existence. Without 1.t and without the secur1t;y
that it provJ..des, AFSA cannot long ex1st. Cult1vate it, mature it, and
honor ito
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